INTELLIGENCE SI

CULTURA DE SECURITATE

»
o
-
-
-
-
- CONFERINTA STIINTIFICA STUDENTEASCA -
— CONFERENCE PROCEEDINGS — :
— VOLUMUL 4 — —3
-

Editura Academiei Nationale de Informatii
+Mihai Viteazul”



INTELLIGENCE
SI CULTURA DE SECURITATE

nr.4-2025

- Conferinta Stiintificd Studenteascd -

Editura Academiei Nationale de Informatii ,Mihai Viteazul”

Bucuresti, 2025



Comitetul stiintific al revistei (Advisory Board):
Prof. univ. dr. Irena CHIRU

Prof. univ. dr. Radu CARP

Prof. Univ. dr. Emil SLUSANSCHI

Conf. univ. dr. Silviu NATE

Comitetul de recenzare (Peer Review Committee):
Prof. univ. dr. loan DEAC

Prof. univ. dr. Adrian LESENCIUC
Prof. univ. dr. Adi MUSTATA

Prof. univ. dr. Razvan GRIGORAS

CS I dr. Ruxandra BULUC

CS I dr. Cristina IVAN

Conf. univ. dr. Cristina BOGZEANU
Conf. univ. dr. Ciprian PRIPOAE

Conf. univ. dr. Adriana RASNOVEANU
Conf. univ. dr. Alina ROSCAN

Conf. univ. dr. Flavia DURACH

CS II dr. Alexandra SARCINSCHI

CS 11 dr. Cristian BAHNAREANU

Lect. univ. dr. Silviu PETRE

LEct. univ. dr. Adrian POPA

Lect. univ. dr. Claudia IOV

Lect. univ. dr. Adrian STAN

Asist. univ. dr. Sebastian BLIDARU
Asist. univ. dr. Madalina LUPU

Asist. univ. dr. Andrei-Alexandru STOICA
Dr. Cristian CONDRUT

Comisia de organizare (Editorial Board):

Lector univ. dr. Ileana-Cinziana SURDU - editor-sef
Asist.univ.dr. Oana-Citilina FRATILA - editor
Asist.univ.dr. Mddalina-Elena LUPU - editor

Dr. Cristian CONDRUT- editor

Valentina DODOIU - secretariat

COLECTIVUL DE REDACTIE
Tehnoredactare: Irina FLOREA
Redactor: Cristian-lonut COSTEA

Editura Academiei Nationale de Informatii
»,Mihai Viteazul”

© ANIMV
Bucuresti, 2025
Telefon: 0377720.000/1216
Fax: 0377721.134; 0377721.125
ISSN 2972 - 1350 ISSN-L 2971 -8139




CUPRINS

CRIMINALITATEA DE MEDIU
SISECURITATEA (e 00127 Y- NN 5
Livia MANDU, Cornel RACOVEANU

CAND ATACATORII DEVIN VICTIME:

VULNERABILITATILE GRUPARILOR DE CRIMINALITATE

(69112] 20 2810 2 1 (00 N 25
Claudia - Alecsandra GABRIAN

NOUA ORDINE MONDIALA IN CONTEXTUL DIFUZIEI PUTERII -
INTRE IERARHIE SIDEZORDINE ......coovvvresssrmsnessssssssssssssssssssssssssssssssssssssssssssanes 41
Octavian-Alexandru-Stefan BROSTEANU

ASTROTURFING SI RAZBOIUL PSIHOLOGIC PE FACEBOOK:
GRILE DE VERIFICARE A CONTURILOR FALSE w.eoevveeeeeesssssessseeseesssssssssssesens 59
Cristian HAIDAU

FRANCE AND EUROPEAN STRATEGIC AUTONOMY:
BETWEEN REGIONAL LEADERSHIP AND NATO COMMITMENTS............. 91
Daniel-Aurel BUCUR

MUTAREA CENTRULUI DE GREUTATE AMERICAN IN ASIA-PACIFIC:
COMPETITIA SINO-AMERICANA INTRE REALISM

SIBLUF STRATEGIC ...t ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 119
Paul-Alexandru SITEA

AUTONOMIA STRATEGICA - ELEMENT DISCURSIV
SIREALITATE EUROPEANA .....oooooveeesssrecessssssessssssssssssssssssssssssssssssssssssssssssssses 135
M:lina-Maria RINDASU

THE GRAY ZONE PROBLEM, SECURITY ISSUES ARISING FROM THE
INTERSECTION OF MILITARY AND CIVILIAN AFFAIRS .....cominmierrnienns 159
George-Mihai NICULA

TRACE: A STRUCTURED AI-SUPPORTED MODEL FOR CULTIC RISK
AND NATIONAL SECURITY THREAT ASSESSMENT ..o 177
Iancu-Marius BUFNEA



Conferinta Stiintificd Studenteasca

DRAGNETING THE DRAGON: THE PEOPLE'S REPUBLIC OF CHINA,
EUROPEAN UNION AND FIVE EYES, CAUGHT IN THE WEB

OF MUTUAL ESPIONAGE .....oererrseeretsseserstssssssssesssssssssssssssssssssssssssssssssssssssssans 211
Alida Monica Doriana BARBU

ADVANCING A C2I FRAMEWORK FOR ENHANCED INTELLIGENCE
SECURITY IN THE SHIPPING INDUSTRY ..ot eessesesssseneaes 227
Anastasios-Nikolaos KANELLOPOULOS

BUNE PRACTICI IN PREVENIREA RADICALIZARII

SI A EXTREMISMULUI VIOLENT LA NIVEL EUROPEAN:

REVIZUIREA SISTEMATICA A LITERATURII DE SPECIALITATE ........... 245
Ioana CHITA



ADVANCING A C21 FRAMEWORK FOR ENHANCED
INTELLIGENCE SECURITY IN THE SHIPPING INDUSTRY

Anastasios-Nikolaos KANELLOPOULOS*

Abstract:

The Shipping industry, known for its strong revenues and political weight,
functions within a complex and evolving global landscape. To navigate this complex
landscape, companies must adopt competitive operational and tactical processes that
encompass both offensive and defensive capabilities. Offensive capabilities, such as
Competitive Intelligence, are essential for gathering information on competitors and
gaining a strategic advantage. Defensive capabilities, including Counterintelligence, are
equally important for protecting businesses from malicious actions by competitors.

This paper explores the potential coexistence of Competitive Intelligence and
Counterintelligence within a unified operational framework within the Shipping industry,
highlighting their complementary roles in addressing the challenges of the
internationalized business world. The study follows a qualitative conceptual approach
based on a review and synthesis of academic and professional literature on Competitive
Intelligence, Counterintelligence, and the Shipping business environment, in order to
develop an integrated operational framework. Subsequently, it proposes a unified C21
Business Framework for shipping companies, supporting the establishment of a
centralized C2I Office that combines intelligence collection, analysis, and protective
countermeasures to improve decision-making, reduce operational vulnerabilities, and
strengthen strategic resilience.

Keywords: Competitive Intelligence, Counterintelligence, Shipping Industry,
C2] Business Framework.

Introduction

The global shipping industry has evolved into a highly
competitive and influential sector, playing a pivotal role in the world
economy. As global trade agreements proliferate and supply chain
systems become increasingly dynamic, shipping companies are
compelled to navigate complex challenges to maintain competitiveness.

* PhD Candidate in Intelligence, Department of Business Administration, Athens
University of Economics and Business, Greece. Email: ankanell@aueb.gr
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Despite operating theoretically under perfect competition, the reality of
the shipping sector presents unique barriers to entry, distinct regional
dynamics, and a continuous flux of social and geopolitical influences that
shape market opportunities.

The objective of this paper is to examine how Competitive
Intelligence (CI) and Counterintelligence can coexist within a unified
operational framework in the Shipping industry, and to propose an
integrated corporate model that strengthens both competitive positioning
and organizational protection. In this volatile environment, the importance
of Competitive Intelligence and Counterintelligence has grown
significantly. CI involves systematically gathering and analyzing data
about competitors, customers, and the broader market to inform
strategic decision-making. Meanwhile, Counterintelligence focuses on
protecting sensitive business information from external threats,
including espionage and cybersecurity risks. Both intelligence frameworks
are crucial for shipping companies striving to secure their assets,
anticipate market shifts, and enhance operational efficiency.

Methodologically, this paper follows a qualitative conceptual
approach based on a structured review and synthesis of academic and
professional literature on CI, counterintelligence, and maritime business
dynamics. Through comparative analysis of the two intelligence
functions, it develops a unified C2I framework adapted to the operational
realities and threat environment of the Shipping industry. A
comprehensive C2I framework addresses not only competitive dynamics
but also internal vulnerabilities, integrating proactive intelligence
gathering with protective measures. The establishment of a C2I Office
within a shipping organization serves as a strategic hub for intelligence
activities, bridging the gap between data collection and actionable
insights. Led by a Chief Intelligence Officer (CINO), this office fosters a
unified intelligence culture, leveraging human intelligence networks,
open-source data, and technological tools to detect emerging threats and
capitalize on new opportunities.

By institutionalizing intelligence practices, shipping companies
can enhance their strategic foresight and adaptability, positioning
themselves advantageously in a highly unpredictable business
landscape. The adoption of a C2I framework is not just an operational
necessity but a strategic imperative, helping organizations navigate the
complexities of globalization, technological advancements, and evolving
competitive forces.
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Theoretical Background: Intelligence in the Shipping
Business Environment

Shipping Environment and Intelligence

The Shipping Industry has become globalized and highly
influential in the world economy due to the increasing use of ships, the
dynamic development of global supply chain systems, and the emergence
of international trade agreements between states and corporations. To
illustrate the sector’s economic significance, maritime transport remains
the dominant mode for global trade: over 80 % of the volume of
international trade in goods is carried by sea, according to the United
Nations Conference on Trade and Development, and in many contexts
this figure is reported at around 90 % of world merchandise trade by
volume. Ships serve as the backbone of global supply chains, linking
producers, markets, and consumers across continents and sustaining
economic growth and development worldwide (UN Trade & Development,
2025). Adam Smith highlighted Shipping as a fundamental cornerstone
of global economic development in his book “The Wealth of Nations.”
Shipping contributed to the international trade system, fostering
competition, specialization, and efficiency in the global economy.
Stopford (2008) further explores the impact of globalization on the
Shipping sector in his book "Maritime Economics," emphasizing how
technological advancements and changing economic and business
environments affect companies' competitiveness.

Shipping is a unique sector with characteristics that distinguish it
from other industries. Theoretically, it operates under conditions of
perfect competition and exhibits a highly globalized nature. Numerous
shipping businesses compete with each other in an elastic and globally
regulated market, striving to gain a competitive advantage (D'agostini et
al,, 2019). No shipowner has ever acquired a double-digit market share
(Emmanuelides and Tsavliris, 2019). Lorange (2009) argues that
shipping is a perfectly competitive part of the world economy, and even
innovative segments of the sector gradually become perfectly competitive
due to the potential for imitation by new entrants. While perfect
competition implies no entry or exit barriers and equal access to
information for all shipping corporations, in reality, this is rarely the
case, as different parts of the Shipping market have distinct barriers
to entry and exit (e.g., capital requirements for vessel acquisition, access
to finance, regulatory and compliance costs, port access and slot
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availability, long-term charter contracts, shipyard capacity and delivery
times, and technological/cybersecurity requirements), and companies'
information is not always identical.

Furthermore, few industries worldwide are subject to as many
social and geopolitical influences as Shipping due to its operational
nature and direct correlation with overall world trade. Local changes and
trade discontinuities constantly reshape the global trade map, altering
the supply-demand balance at local and regional levels and creating a
continuous stream of shipping opportunities (Emmanuelides and
Tsavliris, 2019). Therefore, the dynamics of the Shipping business
environment are unique for each company, often influenced by internal
corporate intelligence culture (David, 2013; Chen et al., 2015).

CI The frequent changes in the macro business environment
pose limitations and concerns for business decision-making (Miller,
2001). Effective decision-making requires obtaining a comprehensive
understanding of qualitative data in a business sector and its
competitive landscape (Bose, 2008; Nasri and Zarai, 2013; Kula and
Naktiyok, 2021). Companies form their perception of competition
through a systematic scanning process that leads to competitive
advantages (Nasri, 2012). Cl is the process used to gather, process, and
analyze data and information related to competitors, customers, and
products, thereby supporting business decision-making (Franco et al.,
2011; Dabrowski, 2018). It involves the transfer of knowledge from the
business environment to corporations, following established analytical
rules (Phathutshedzo and Tiko, 2011; Tahmasebifard, 2018), which
enhances the understanding of the competitive landscape (Ferrier,
2001; Nasri, 2011; Carvalho, 2021).

In addition, CI differs from Business Intelligence in terms of its
information sources. Business Intelligence primarily relies on
companies' internal systems, while CI incorporates both internal and
extensive external data sources (Gieskes, 2000; Bose, 2008; Saxena and
Lamest, 2018; Barnea, 2021). CI traces its roots back to the middle of the
20th century when it was primarily used for military intelligence
gathering (Greene, 1966). It is worth noting that there is no universally
established international definition for CI (Global Intelligence Alliance,
2005; Franco etal., 2011). An intriguing definition proposed by Tena and
Comai (2004) describes CI as a systematic process recognized and
embraced throughout an organization for searching, selecting, analyzing,
and distributing information about the business environment to gain a
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significant competitive advantage. This definition portrays CI as a holistic
process that involves the entire company, rather than limiting its
capacity and capabilities to specific individuals, groups, or departments.

Moreover, CI combines defensive and offensive intelligence
to inform about competitors' plans, strategies, weaknesses, and
opportunities. It is not merely a framework for scanning and collecting
data, information, and intelligence from the corporate environment; it
also entails adding value to companies through intelligence processes
and analysis that empower managers to be proactive and make
informed decisions (Auster and Choo, 1994; Prescott, 2001; Johns and
Van Doren, 2010; David, 2013). CI operates within a completely legal
framework for collecting, managing, analyzing, and disseminating
information and intelligence, facilitating decision-making processes
and the formulation of business strategies (Hedin, 2004; Amiri et al.,
2017).Eventually, CI procedures yield two main results: an alert
intelligence product that highlights immediate and significant changes
in the macro and micro business environment, and an operational or
strategic intelligence product that aids in formulating business
strategies and making future decisions (Porter, 1991; Garcia-Madurga
and Esteban-Navarro, 2020).

Competitive Intelligence Business Framework

The CI framework consists of the development of intelligence
analysis products within a specific time period, following existing
procedures and based on an intelligence cycle (Prescott, 1999; Bartes,
2013; Kula and Naktiyok, 2021). The Intelligence Cycle, as described by
the American Productivity and Quality Center (1996), is a dynamic and
interactive process that allows organizations to gather data and
information from various sources, analyze it, and take action based on
the insights gained. It is an ongoing process that serves as a daily
framework for keeping businesses informed about the competitive
landscape and supporting informed decision-making.

According to Dishman and Calof's research (2008), the
Intelligence Cycle framework is built upon CI awareness and structure.
"Competitive Intelligence awareness" refers to the need for an
appropriate analytical and operational culture that supports the effective
management of information within the company (Miller, 2005;
Gaspareniene et al., 2013; Chen et al,, 2015). Through the establishment
of a CI business culture, company executives play a crucial role in
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collecting, managing, and analyzing information, effectively acting as the
recipients of necessary information and data. This enables the company
to have the required resources to conduct proper analyses and support
decision-making processes by managers (Auster and Choo, 1994; David,
2013). Global Intelligence Alliance (2004) suggests the application of a
CI cycle consisting of eight steps, drawing on approaches by Bernhardt
(1994), Hussey (1995), and Kahaner (1996). This cycle incorporates the
fundamental steps of the Intelligence Cycle while addressing the
intelligence needs of modern business environments.

Furthermore, Cloutier et al. (2013) proposed a six-step CI
Cycle that includes planning and direction, collection, analysis,
communication, decision, and evaluation. This model acknowledges the
contextual influences that impact an organization, taking into account
various internal and external factors. These influences highlight the
necessity of establishing appropriate information systems, intelligence
frameworks, and a culture that supports informed decision-making.
Fostering a CI culture involves upskilling employees, shaping their
mentality, incorporating essential environmental knowledge, and
promoting operational stability within the business.

Counterintelligence and its Business Framework

Counterintelligence in business refers to the use of tactics and
strategies to protect an organization's sensitive information, human
resources, and decision-making processes from malicious competitors. It
incorporates operational procedures based on frameworks used in the
intelligence sector, such as the Intelligence Cycle, which includes
functions like collection, analysis, and dissemination of information.
While traditionally employed by state intelligence services,
counterintelligence is now being adapted for the private sector due to the
rapidly changing business environment.

Counterintelligence in the business context is a topic of interest
for both executives and academic researchers in fields like International
Relations and Business Studies. The literature on counterintelligence is
divided between former national intelligence officials and reputable
academics and research authors. It is described as the process of
safeguarding internal information systems from CI collection efforts by
other corporations (Strauss, 1999). Counterintelligence also plays a role
in neutralizing operational threats in the business environment
(Bernhardt, 2003). The protection of national security is another aspect
emphasized in counterintelligence, as highlighted in works such as
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"Counterintelligence and National Strategy" by Michelle K. Van Cleave
(2007) and "VAULTS MIRRORS AND MASKS Rediscovering U.S.A.
Counterintelligence" by Jennifer E. Sims and Burton Gerber (2009),
which delve into counterintelligence within the U.S.A. intelligence
services, specifically addressing economic and industrial espionage.

In the current business landscape, safeguarding sensitive data,
information, and intelligence is crucial for ensuring continuous and
uninterrupted operation. Counterintelligence executives are responsible
for creating and enforcing comprehensive data security policies and
procedures. They also train corporate staff on handling sensitive
information properly. Innovative technological means such as data
masking, data loss prevention, and encryption applications and
hardware are utilized to protect business data systems from
unauthorized access. Counterintelligence frameworks are also employed
to protect corporate human resources from profiling targeting and
espionage activities, as well as to prevent external interference in
business decision-making processes (Smith and Brooks, 2013).

Counterintelligence frameworks draw on various sources to
operate effectively in a business environment. These include corporate
Human Intelligence (HUMINT) based on insider intelligence networks,
Open-Source Intelligence (OSINT), and competitor intelligence. Internal
counterintelligence networks function as information collection systems
to monitor activities that may indicate insider threats (Cho and Lee,
2016). These networks gather and deliver relevant information to the
appropriate executives. OSINT collection is important in two directions:
detecting threats from internal and external business executives by
utilizing publicly available sources such as social media, search engines,
and news outlets through advanced analytics and machine learning
software (Smith and Brooks, 2013; Elmellas, 2016).

Considering the significance of counterintelligence, its
implementation requires an overall counterintelligence culture among
the human resources of a business (Chen et al., 2015; Kanellopoulos,
2022). In practice, this means that employees at all levels understand
basic information-protection principles, recognize indicators of social
engineering and insider-risk behavior, and follow standardized
procedures for handling, sharing, and storing sensitive operational
and commercial data. Such a culture reduces information leakage
and strengthens organizational resilience by ensuring that
counterintelligence is embedded in daily routines rather than treated
as a purely technical or isolated security function.
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Counterintelligence and Competitive Intelligence position in an
organization

Counterintelligence and CI hold distinct positions within an
organization. The configuration of CI teams can vary depending on
the business environment, with some companies having dedicated
departments or outsourcing the process to external partners. Internal CI
teams collect, process, and analyze data to provide relevant insights to
high-level decision-makers (Barnea, 2019). These teams employ CI
specialists with different backgrounds, levels of experience, and
knowledge of analysis methodologies. They often establish shared access
special applications for executives across various departments to
facilitate the flow of necessary information and intelligence (Gibbons and
Prescott, 1996; Prescott, 2001; Marin and Poulter, 2004; David, 2013;
Gaspareniene et al.,, 2013).

Executives are responsible for organizing the CI framework to
ensure the delivery of the best information to decision-makers.
Traditional intelligence collection and analysis methods may need to be
updated to account for external micro and macro-economic and political
influences (Ghoshal and Westney, 1991; Babbar and Rai, 1993; Salles,
2006; Zheng et al.,, 2011; Abraham, 2012; Gaidelys and Meidute, 2012).
The analysis methodologies should not solely rely on individual
executives' knowledge and experience or be overly influenced by tactical
level changes in the business environment (Levitas et al., 1997; Sliton,
1998; Gaidelys, 2010; Solberg Sgilen, 2016).

Furthermore, counterintelligence, as part of the intelligence
sector, needs to focus on the business environment. Although it primarily
focuses on protecting internal operations and addressing insider threats,
it also relies on information and intelligence collected from the external
business environment, with a particular emphasis on competitors and CI
frameworks (Smith and Brooks, 2013). The counterintelligence team
should consist of highly skilled and trusted executives who operate
independently and have a deep understanding of the company's plans,
objectives, and strategies. Their background should include prior
experience in information protection and security positions in both
the public and private sectors. Their training should encompass a
combination of knowledge from the intelligence and business sectors.
Eventually, the counterintelligence team should report directly to the
company's CEO.
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Competitive Intelligence and Counterintelligence Framework in
Shipping

The Shipping industry, with its international nature and reliance
on information and intelligence, faces vulnerabilities in terms of
cybersecurity and espionage threats. To navigate these challenges and
stay competitive, shipping companies can benefit from implementing
frameworks such as CI and Counterintelligence.

CI in the shipping industry involves acquiring and utilizing
information and intelligence from other companies to gain insights into
technological innovation, business environment developments, and
shipping cycles. This knowledge enables companies to enter new sub-
sectors, apply competitive strategies at the right time, and make
informed decisions.

Counterintelligence is crucial in protecting a shipping company's
internal resources and information from threats. It involves safeguarding
against cybersecurity risks, detecting insider threats, and implementing
appropriate protection measures. Counterintelligence in shipping can
also focus on preventing intellectual property theft and industrial
espionage.

To effectively implement CI and Counterintelligence in the
shipping industry, a common Shipping Intelligence framework can
be adopted. This framework integrates both functions and utilizes
methodologies and processes from the intelligence sector, such as the
Intelligence Cycle (Kanellopoulos and loannidis, 2024).

Developing an C2I Framework for Shipping industry

To properly execute a Competitive Intelligence and Counterintelligence
(C21) framework in the shipping industry, we propose the establishment
of a dedicated corporate-level C2I Office. This office serves as the
central hub for strategic intelligence activities, integrating both
external competitive insight and internal protective mechanisms. It
is designed not only to gather critical information but also to ensure
that intelligence is translated into meaningful action, protecting the
organization from emerging threats while enabling strategic foresight
and agile decision-making.

The C2I Office is structured around two executive groups with
distinct but interdependent roles. The first group is tasked with the
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collection and management of information. This involves identifying and
acquiring relevant data from a wide range of internal and external
sources, including open-source maritime intelligence, competitor
monitoring, trade networks, and geopolitical analysis. Beyond passive
collection, this group actively develops and maintains intelligence
networks - both internal, through human intelligence contributions from
trained employees, and external, through strategic partnerships with
entities such as port authorities, regulatory bodies, and supply chain
collaborators. The team also oversees the classification, secure storage,
and accessibility of collected information to support operational and
analytical readiness across the organization.

The second group within the office focuses on analysis, protective
measures, and organizational training. Their primary function is to
interpret the data collected by the first group using structured
intelligence analysis methodologies. From this analysis, they produce
actionable insights that directly inform corporate strategy, operational
decisions, and risk mitigation. This group also has a critical role in
deploying protective counterintelligence measures. These include
cybersecurity protocols, insider threat detection systems, and crisis
management procedures, all designed to safeguard the organization’s
sensitive information and operational integrity. Additionally, the group
is responsible for embedding an intelligence-aware mindset across the
company. They design and deliver training programs that build
awareness among employees about intelligence procedures, threat
indicators, and secure communication practices. These efforts are
essential to cultivating a workforce that is both alert and actively
engaged in the company’s broader intelligence mission.

Oversight of the C2I Office is assigned to a senior executive with
specialized expertise in intelligence operations. This Chief Intelligence
Officer (CINO) must possess comprehensive knowledge in areas such as
information collection, competitive analysis, and corporate security.
Serving as the strategic bridge between intelligence operations and
executive leadership, the CINO reports directly to the CEO and the Board
of Directors. This reporting structure ensures that intelligence findings
are aligned with top-level decision-making and that intelligence
capabilities are positioned as a strategic asset rather than a support
function. The CINO plays a critical role in maintaining the cohesion of the
office’s two groups, balancing proactive intelligence efforts with reactive
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protection, and ensuring that outputs are relevant, timely, and actionable
at the highest levels of the organization.

A key component of the proposed framework is the development
of a shared intelligence culture within the company. This culture
represents a significant departure from traditional siloed approaches
to information security and market analysis. It encourages active
participation from all levels of staff in identifying relevant information,
recognizing unusual activity, and contributing local or operational
insights to the broader intelligence function. This cultural shift not only
increases the flow of intelligence from within the organization but also
strengthens its ability to anticipate and respond to changes in the
external environment. The emphasis on culture is further supported by
the cultivation of human intelligence networks that span both internal
departments and external relationships. These networks serve as early
warning systems, allowing the organization to detect weak signals and
emerging trends that may otherwise go unnoticed.

Operationally, the C2I framework is built around a six-stage cycle
that mirrors and enhances traditional intelligence methodologies. The
first three stages - Collection, Management, and Networking - are led by
the information gathering group and are focused on acquiring and
organizing data while building reliable sources of intelligence. The
second three stages — Analysis, Measures, and Training - are managed
by the analytical group and revolve around processing information
into actionable insights, implementing protective strategies, and
strengthening organizational resilience through employee education.
These stages are iterative and interconnected, forming a dynamic cycle
that allows the office to adapt continuously to new challenges and refine
its activities based on evolving needs.

Crucially, the success of this model depends on the efficient
communication of intelligence products and risk assessments to senior
leadership. Intelligence must be presented in a manner that is clear,
concise, and relevant to decision-making, enabling executives to
understand not only what is happening, but why it matters and how the
company should respond. The outputs of the C2I Office should inform
both immediate operational choices and long-term strategic planning,
serving as a reliable compass in a complex and often volatile global
shipping environment.

By establishing a formal, well-resourced C2I Office, shipping
companies can institutionalize intelligence as a foundational pillar of
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their business model. This approach offers substantial strategic
benefits: earlier identification of competitive opportunities, improved
detection and mitigation of threats, and enhanced decision-making
agility. The model supports resilience and adaptability in a landscape
marked by geopolitical uncertainty, technological disruption, and
increasing information asymmetries. It transforms intelligence from
a reactive support function into a proactive force multiplier that
secures assets, enables innovation, and supports sustained competitive
advantage.

Conclusion

The global shipping industry’s inherent complexities, driven by
globalization, technological advancements, and geopolitical shifts,
require companies to develop robust frameworks for maintaining
competitiveness and protecting vital information. As shipping companies
operate within a volatile environment marked by rapid changes and
diverse threats, adopting a structured Competitive Intelligence and
Counterintelligence framework becomes essential. Integrating these
intelligence practices not only strengthens a company’s strategic
position but also ensures resilience against internal and external
challenges.

A well-organized C2I Office, led by a CINO, plays a critical role in
navigating this dynamiclandscape. By centralizing intelligence functions,
the C2I Office fosters an organizational culture where data-driven
decision-making and proactive threat management become the norm.
The dual focus on gathering competitive insights and implementing
counterintelligence measures enables shipping companies to identify
emerging opportunities while simultaneously mitigating risks such as
industrial espionage and cybersecurity breaches.

Moreover, embedding intelligence awareness at every
organizational level encourages collaboration and responsiveness,
transforming intelligence from a reactive function into a proactive
strategic asset. This holistic approach not only informs long-term
strategic planning but also empowers daily operational decisions,
thereby enhancing the company’s capacity to adapt to market
disruptions and geopolitical uncertainties.

Eventually, in an industry where information asymmetry and
evolving global trends can significantly impact profitability, the ability to
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anticipate changes and safeguard corporate intelligence becomes a
competitive differentiator. Shipping companies that embrace the C2I
model can better position themselves to thrive, leveraging intelligence to
secure assets, drive innovation, and make informed strategic choices. As
the shipping environment continues to evolve, maintaining an agile and
intelligence-oriented approach will be key to sustaining competitive
advantage and ensuring long-term success.
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