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INTRODUCTION 

 

 

The increased capacity to dissimulate and anonymize intelligence activities, the low 

risks of exposure of the personnel within intelligence organizations, the possibility of 

dynamizing the period of an intelligence activity, are just some of the important advantages of 

operations carried out in the cyber environment, compared to those carried out in the 

conventional environments of intelligence and security confrontations. The 2007 cyber attacks 

in Estonia, the 2008 cyber attacks in Georgia, the 2010 disabling of the uranium enrichment 

facilities in Iran through the use of the STUXNET worm application, the cyber attacks on the 

U.S. Democratic National Committee, carried out on the sidelines of the 2016 presidential 

elections, or the espionage and cyber sabotage activities of the Russian Federation in the 

context of the war of aggression launched in 2022 against Ukraine, are just a few relevant 

examples to illustrate the importance of cyberspace for intelligence and security organizations.  

In all these examples, at least two elements stand out as the common denominator: 1) 

cyberspace is a confrontational environment for intelligence and security organizations, given 

that for all the examples presented the involvement of intelligence and security organizations 

was either associated or attributed; 2) certain activities performed in the cyber environment are 

carried out by the personnel of intelligence and security organizations. In this context, 

regardless of whether we refer to offensive or defensive cyber activities, the success of the 

missions is also dependent on the competence of the human resources involved, beyond the 

technical tools and other types of organizational resources. This aspect emphasizes the 

increasingly compelling need for a cybersecurity and intelligence and security education, in 

order to train the necessary competences of the cyberintelligence specialist in intelligence and 

national security organizations, so that they can fulfill their missions. 

Although there are numerous initiatives, curricula and strategies for the education and 

training of cybersecurity specialists1, the number of those that include elements related to 

cyberintelligence is extremely low and not adapted to the training of specialists in intelligence 

 

 

1 As shown in Comparative Analysis of Strategic Cyber Security Focus Areas - United Kingdom, Estonia, 

Romania (Condruț 2023).  
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and security organizations1. The negative impact of this element is even higher when we notice 

that within intelligence and security organizations, there is not just one type of specialist who 

simultaneously carries out activities to collect, process, and analyze intelligence. In this 

context, the need to train the cyberintelligence specialist in intelligence and security 

organizations must be tailored to the type of activity they perform. As far as we are concerned, 

we have tailored our research interest to the cyberintelligence analyst in the intelligence and 

national security field, considering that the activity performed by this type of specialist is the 

one that most integrates and capitalizes on the knowledge acquired at the level of an 

organization from this domain.  

Thus, we question the need to configure a model for the training of the 

cyberintelligence analyst in the intelligence and security field in order for them to have the 

necessary competences to identify, prevent and counter threats from the cyber environment, 

taking into consideration the need for cybersecurity education in intelligence and national 

security organizations and the role and responsibility of the cyberintelligence analyst in the 

intelligence and national security field. 

We believe that the solution to our research problem consists of developing an 

educational model suitable for this type of specialist and connecting both current professional 

practice and existing academic debates by applying the scientific method. Thus, the goal of our 

research will be to configure an educational model for the training of the cyberintelligence 

analyst for the intelligence and national security field, which contains educational 

competences, learning objectives and educational content, a model achieved by applying 

scientific research methods.   

In order to achieve the goal of our research, we aimed to carry out scientific research 

activities divided into 4 successive stages. We aimed to solve the first stage of the doctoral 

research by achieving objective 1 of the research: identify and rank the most important defining 

strategic elements of cybersecurity at the national and European level, including from the 

perspective of the interaction between cybersecurity and national security. In order to achieve 

objective 1, we will select a number of national cybersecurity strategies, whose content we 

will analyze through a mixed approach, using the MAXQDA software. We will present results 

 

 

1 See Chapter 6.  
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on the prevalence of priority strategic cybersecurity dimensions in the context of our research: 

cyber threat assessment, national security, and cybersecurity education.  

The results obtained in stage 1 will be useful for presenting the results obtained in stage 

2, which involved achieving the following two scientific research objectives: 

• Objective 2 – Configure a set of cybersecurity and intelligence competences 

necessary for the cyberintelligence analyst in intelligence and national security by analyzing 

the interactions between intelligence and cybersecurity.  

• Objective 3 – Validate and prioritize the cybersecurity and intelligence 

competences needed by the cyberintelligence analyst in intelligence and national security. 

In order to achieve objective 2, we will select a series of analytical cybersecurity 

reports, the content of which we will analyze through a mixed approach using the MAXQDA 

software. The results of the content analysis will be used to shape an extensive set of 

cybersecurity knowledge, skills, and abilities, reported to the NICE Framework (i.e., the 

cybersecurity occupational competency framework developed by NIST USA). 

In order to achieve objective 3, we will present how we applied the sociological survey 

method by using the questionnaire technique and consulted national and international experts 

in intelligence, national security, cybersecurity and cyberintelligence to assess the set of 

competences obtained by achieving objective 2. We will present the results of the sociological 

survey by using descriptive statistical parameters, thus obtaining a validated set of 

competences. The priority subset of cyberintelligence analysis competences in intelligence and 

national security will be achieved by interpreting several descriptive statistical parameters.  

The results obtained by achieving objective 3 of stage 2 will be useful for presenting 

the results obtained in stage 3, which involves achieving the following two scientific research 

objectives:  

• Objective 4 – Configure a model of a tool for the pedagogical assessment of the 

priority competences necessary for the cyberintelligence analyst in the intelligence and 

national security field, which could be used in an educational intervention. 

• Objective 5 – Configure a model to train the priority competences necessary 

for the cyberintelligence analyst in the intelligence and national security field, which could be 

used in an educational intervention. 

In order to achieve objective 4, we will present how we applied the content analysis 

method and the questionnaire technique by consulting national and international experts in 

intelligence, national security, cybersecurity and cyberintelligence, so as to determine the best 
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methods of pedagogical assessment of priority competences. Applying the content analysis 

method will take into account elements specific to educational sciences and to assessment 

theory and methodology. To be able to configure the assessment tool itself, we will develop 

learning objectives that correspond to the set of priority cyberintelligence analysis competences 

and are structured in typologies of assessment items, based both on the results of the content 

analysis and on the elements extracted from the assessment theory and methodology.  

In order to achieve objective 5, we will present the way in which, starting from the 

learning objectives defined in an argumentative manner in the activities performed to achieve 

objective 4, one can develop educational content that can be implemented directly within the 

training processes of cyberintelligence analysis in intelligence and national security. 

The results we obtained in stages 2 and 3 will be useful for presenting the results 

obtained in stage 4, which involves achieving the following two scientific research objectives:  

• Objective 6 – Test the effectiveness of a cyberintelligence analysis educational 

intervention by measuring the priority competences needed by future specialists in this field. 

• Objective 7 – Test cyber resilience as a factor of progress of the educational 

intervention. 

In order to achieve objective 6 and objective 7, we will carry out a pedagogical 

experiment in a quasi-experimental design with a non-equivalent control group. The 

experimental sample will consist of future intelligence analysts – students of the Security and 

Intelligence Studies Bachelor's degree program within "Mihai Viteazul" National Intelligence 

Academy (ANIMV). The methodology of the pedagogical experiment will be presented in the 

paper.  

Although by completing stages 1 – 4 we will achieve the goal of our research, we also 

aim to complete stage 5, which involves achieving objective 8: carry out a comparative 

analysis between the set of competences needed by the cyberintelligence analyst in intelligence 

and national security and the existing sets of competences in university study programs that 

train cybersecurity experts and intelligence analysts. We will select study programs that teach 

cybersecurity and intelligence analysis competences from the European Union and compare 

competences, learning outcomes and educational content associated with these with our 

validated set of cyberintelligence analysis competences in intelligence and security. Such an 

approach will allow us to highlight the current situation of the university's educational offer 

intended for the training of intelligence analysis and cybersecurity competences in comparison 

with the results we have obtained in stages 1 – 4. 
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CONTEXTUALIZATION AND THEORETICAL 

BACKGROUND OF THE CYBERINTELLIGENCE ANALYSIS 

 

 

In order to achieve the goal of our doctoral research - configuring an educational model 

for the training of the cyberintelligence analyst for the intelligence and national security field, 

which contains educational competences, learning objectives and educational content, a model 

achieved by applying scientific research methods - we conducted a theoretical investigation of 

the main elements that can contribute to the empirical substantiation of educational and training 

approaches for cyberintelligence analysts in intelligence and security organizations. This 

theoretical investigation is presented in detail in Chapter 1 of the PhD thesis and involved the 

following activities: 1) investigating the field of cyberintelligence analysis, considering the 

intersection of the fields of intelligence and cybersecurity, for which we have deepened 

theoretical elements from security studies, intelligence studies and the field of cybersecurity; 

2) the argumentation of the education and training approaches in this field, in particular with 

reference to occupational and competence frameworks specific to intelligence and 

cybersecurity and to the theories and approaches specific to educational sciences; 3) the 

capitalization of the experience drawn from scientific works in the field of our research topic - 

the education and training of cyberintelligence analysts in intelligence and security - by 

extracting the premises used in empirical research. 

Regarding the analysis of cyberintelligence, as a field at the intersection of intelligence 

and cybersecurity, we obtained that: 1) cybersecurity is a multidisciplinary field that requires 

technical and non-technical approaches; 2) the securitization of the cybersecurity field is 

justified in the current security context and thus the national security discourse that captures 

elements of cybersecurity acquires greater importance from the perspective of scientific 

research; 3) cyberintelligence analysis in intelligence and security organizations is at the 

intersection of intelligence analysis and cybersecurity, and there is a need for systematization 
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of the training of specialists in order to successfully fulfill the missions of intelligence and 

security organizations. 

Regarding the foundations of training and assessment in cyberintelligence analysis, we 

noted the useful elements for the presentation of the research conducted in order to achieve 

objectives 2 and 3: 1) the need for scientific research on the standardization of education and 

training of cyberintelligence analyst in intelligence and security, 2) the occupational and 

competency frameworks in intelligence and cybersecurity; 3) the specific standard of the 

intelligence analyst occupation in the COR; 4) the NICE Framework of competencies in 

cybersecurity and intelligence NICE Framework. We have also clarified the concepts of 

knowledge, skills, abilities, competency and learning objective, which served as the basis for 

our methodological approaches to the research. Last but not least, we have established the 

theoretical elements specific to the theory and methodology of instruction and assessment, 

which we have used to base our research to achieve objectives 4, 5, 6, 7 and 8. 

In terms of scientific research experience carried out to identify ways to educate and 

train the cyberintelligence analyst in intelligence and security, we have succeeded in: 1) 

highlighting the extensive use of the NICE Framework in the investigated research works, both 

for the configuration of cybersecurity competence sets and for comparative analysis with other 

occupational and competence frameworks; 2) investigating the main methodological 

approaches carried out in the field of our research topic, sociological survey and experiment 

emerging as suitable tools in these contexts; 3) reflecting the link between individual cyber 

resilience and learning, these being useful in the experimental stage of our research. 

Chapter 1 is the one in which we contextualized and theoretically grounded the field of 

cyberintelligence analysis, managing to argue for the existence of cyberintelligence analysis as 

a distinct professional field within intelligence and national security organizations and for the 

need for education and training of specialists in this field. We also emphasized how education 

and training in the field can be effectively accomplished, which led our discussion toward 

occupational and competency frameworks, clarifications of concepts central to our research, 

and toward training and assessment theory and methodology. All of these elements formed the 

basis of our empirical research, and from this point on, our paper presented how we carried out 

these activities, the results obtained and the interpretations made. 
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CONFIGURING TRAINING AND ASSESSMENT MODELS IN 

CYBERINTELLIGENCE ANALYSIS IN INTELLIGENCE 

AND SECURITY 

 

 

Chapters 2, 3 and 4 of the paper have been devoted to the configuration and presentation 

of the training and assessment models used in cyberintelligence analysis specific to the 

intelligence and security domain. 

In Chapter 2 we set out to fulfill the objective 1 of our research - identify and rank the 

most important defining strategic elements of cybersecurity at the national and European level, 

including from the perspective of the interaction between cybersecurity and national security 

- specific to first stage of our research. We aimed at: 1) presenting the results and 

interpretations obtained as a result of a qualitative content analysis applied to four national 

cybersecurity strategies; 2) analyzing and explaining the main elements of the existing strategic 

framework at the European Union level in the field of cybersecurity and cybersecurity 

education. 

To analyze the content of the four national cybersecurity strategies, we used the content 

analysis method, developing defining strategic categories and dimensions, and used the 

MAXQDA2022 software application. The applied research methodology led us to the 

following major findings: 

• States attach increasing importance to the areas of governance and preparedness 

and resilience, considering, on the one hand, the need for state institutions to assume the role 

of national coordinator in the field and, on the other hand, the need to ensure a good response 

capability to major cybersecurity incidents. We also found the areas of national risk 

management, legislation and regulation, and capacity, capability and awareness to be 

important for states, given that they have a direct impact on the whole society, including when 

referring to the involvement of relevant societal actors, and that they represent the most 

important basis for governance and preparedness and resilience. In terms of our priority 
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strategic dimensions - cyber threat assessment, national security and cybersecurity education 

- we were able to show that their ranking is extremely high in national cybersecurity strategies. 

All the countries analyzed base their strategic arguments and objectives on cybersecurity threat 

assessments while emphasizing the impact on national security. 

• Cybersecurity education is being addressed in all the countries analyzed through 

measures aimed at strengthening efforts in this area, such as the development of cybersecurity 

curriculum frameworks, occupational and competency frameworks or the development of 

cybersecurity curricula. We have identified strategic planning as the most important strategic 

dimension within the area of capability, capacity and awareness, which includes cybersecurity 

education. This affirms States' commitment to developing cybersecurity education and training 

initiatives. 

In the context of the explanatory analysis of the main elements of the existing EU policy 

framework for cybersecurity and cybersecurity education, we obtained the following results: 

• Cyber security at EU level is addressed in relation to all existing societal 

domains. However, given our research interest, we have chosen to prioritize the security and 

defense domain, where the role of cyberintelligence is very well articulated and is important in 

all phases of CSDP operations and missions. Strategic Compass also mentions the need to 

develop intelligence analysis and cyberintelligence capabilities, which also supports the 

synergy between the two. It is important to note that a large part of the results obtained in the 

content analysis phase of the national cybersecurity strategies were reflected in the CSDP 

documents, which proves a good strategic convergence between the state actors analyzed (i.e. 

U.S.A., UK, Spain and Romania) and the EU. 

• The EU has a strong strategic support for cybersecurity education and a 

multitude of institutional actors involved in such endeavors, such as ENISA, EDA, ECCC and 

ESDC. Beyond the objective of bridging the gap between the existing needs in the labor market 

and the supply of cybersecurity skills training, we have noted the synergy between ENISA and 

ESDC in creating cybersecurity courses tailored to the ECSF. This demonstrates the ability to 

integrate cyber security into security and defense specific training approaches. We also note 

the high level of ambition of the Cyber Skills Academy by integrating the institutional capacities 

of ECCC, ENISA and ESDC. We also note the affirmation of the need to link the ECSF with 

the ESCO, which could generate important opportunities for the creation of university curricula 

at Member State level. However, we also note a lack of EU strategic level concern for 
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cyberintelligence analysis in intelligence and security, which leads to the need for awareness 

of this need. 

The results that we obtained as a result of analyzing the content of the national 

cybersecurity strategies are the argument and support for the next stage of the research - 

analyzing the content of the analytical cybersecurity reports. Thus, we argued the choice of 

analytical cybersecurity reports for the realization of the next stage of the research, capitalizing 

on the following elements presented in Chapter 2: 1) quantitative results relevant to the 

strategic dimensions of threat assessment and national security; 2) qualitative assessments of 

the analyzed cybersecurity strategies, where the strategic cybersecurity discourse includes 

analytical cybersecurity sections. Also, the analysis of the way that cybersecurity education is 

reflected at national and European level shows that our orientation towards the instrument of 

occupational and competency frameworks is correct, this being an important topic on the 

strategic agenda, and that the synergy between cybersecurity and intelligence is supported at 

the strategic level, especially in relation to the EU's security and defense policy. 

In Chapter 3, we capitalized on the results obtained and interpreted in Chapter 2, 

fulfilling the following scientific research objectives, specific to second stage of our research: 

• Objective 2 – Configure a set of cybersecurity and intelligence competences 

necessary for the cyberintelligence analyst in intelligence and national security by analyzing 

the interactions between intelligence and cybersecurity.  

• Objective 3 – Validate and prioritize the cybersecurity and intelligence 

competences needed by the cyberintelligence analyst in intelligence and national security. 

To achieve research objectives 2 and 3 we applied the following elements of scientific 

research methodology: 1) for objective 2 we used the qualitative content analysis method for 

the analysis of analytical reports on cybersecurity and a tailor made procedure for exploiting 

the results of this analysis and the NICE Framework; 2) for objective 3 we used the sociological 

survey method by involving 44 experts from organizations working in the fields of 

cybersecurity, intelligence, national security and cyberintelligence. The main results we 

obtained led to the fulfillment of the two research objectives related to cyberintelligence 

analysis competence sets in intelligence and national security, as follows: 

• Related to Objective 2 - We configured the initial set of cyberintelligence 

analysis competences in intelligence and security by conducting a content analysis of 

cybersecurity analytic reports, which revealed that these information products represent a 

combination of factual and methodological elements specific to both intelligence and 
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cybersecurity analysis. Although the obtained result may be considered trivial, its value lies, 

on the one hand, in its assumption through a scientific research approach, non-existent in the 

literature, and, on the other hand, in its use as an intermediate element in a phased doctoral 

research design. We used this result to extract the keywords needed to effectively configure 

our initial competence set, making use of the existing knowledge, skills and abilities of the 

NICE Framework. We also ensured the appropriateness of our set of competencies in relation 

to others existing in the NICE Framework and in the literature and thus completed our research 

approach specific to objective 2. 

• Related to Objective 3 - By applying the sociological survey method, we 

succeeded in validating 91.5% of the competences existing in the initial set, realized as a result 

of the achievement of objective 2. The result is remarkable, considering that the validation 

resulted from the consultation of 44 experts in cybersecurity, intelligence, national security, 

and cyberintelligence at the national and international levels. We also consider the result 

obtained by classifying the validated competences into the typologies presented by Borum and 

Sanders as extremely important, as it clearly defines the orientation of our set towards the 

connection between analytical and technical competences, facilitated by contextual, 

organizational and communication competences. Out of the validated competencies, 8 emerged 

as priorities for the cyberintelligence analyst in intelligence and security. This result 

substantiates the approaches to fulfill our research objectives 4, 5, 6 and 7. 

In Chapter 4, we capitalized on the results obtained and interpreted in Chapter 3, 

leading to the fulfillment of the following scientific research objectives, specific to the third 

stage of our research: 

• Objective 4 – Configure a model of a tool for the pedagogical assessment of the 

priority competences necessary for the cyberintelligence analyst in the intelligence and 

national security field, which could be used in an educational intervention. 

• Objective 5 – Configure a model to train the priority competences necessary 

for the cyberintelligence analyst in the intelligence and national security field, which could be 

used in an educational intervention. 

In order to achieve objective 4 and 5 we applied the following research methodology: 

1) content analysis of the answers collected by applying the questionnaire technique to 18 

experts working in organizations in the field of cybersecurity, intelligence, national security 

and cyberintelligence, contributing to the achievement of objective 4; 2) the procedure of 

configuring the models of tools for assessment and training of priority skills of 
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cyberintelligence analysis in intelligence and security, which allows the achievement of the 

two research objectives. By corroborating all the results obtained as a result of conducting the 

content analysis, we obtained that our assessment instrument should be administered in written 

form and predominantly test practical aspects of cyberintelligence analysis in intelligence 

and security and use written test and writing analytical materials as assessment methods. 

As a result of the content analysis, we have obtained a generic version of a pedagogical 

assessment tool, which: 1) builds on the results of our content analysis; 2) creates the 

framework for testing all the priority competences of cyberintelligence analysis; 3) ensures the 

possibility of application in real educational approaches, given the possibility of 

standardization and low resource consumption. Based on the results of the content analysis, the 

model of the pedagogical assessment tool was configured in the form of a written test with 

items valuable for cyberintelligence analytic practice, while also respecting the requirements 

of assessment theory and methodology. We configured learning objectives, justified the choice 

of assessment item types, including drawing on the opinions of experts in cyberintelligence, 

cybersecurity, national security and intelligence, generated items and ways of scoring them, 

and verified the compliance of our tool with the quality criteria for assessment tests. We 

emphasize the importance of configuring the learning objectives starting from the prioritized 

cyberintelligence analysis competencies in intelligence and security and respecting the 

elements of the cognitive process dimension of Bloom's Taxonomy. These objectives represent 

the most important outcome of Chapter 4 as they have proven their usefulness also in the 

process of configuring the pedagogical training model of cyberintelligence priority analysis 

skills. It is important to note that this model respects the elements captured in the training theory 

and methodology and that it was created with reference to theoretical and practical elements 

specific to the fields of cybersecurity, intelligence, and security. It is also relevant in the context 

that both models have been created for use in real pedagogical formative and evaluative 

contexts, a point that we have elaborated in Chapter 5.  
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VERIFYING THE EFFECTIVENESS OF THE 

PEDAGOGICAL MODEL OF CYBERINTELLIGENCE 

ANALYSIS IN INTELLIGENCE AND SECURITY 

 

 

In Chapter 5, we experimentally verified the results presented in Chapter 3 (i.e. 

priority cyberintelligence analysis competences) and in Chapter 4 (i.e. assessment tool model 

and pedagogical training model of priority cyberintelligence analysis competences), fulfilling 

the fourth stage of our research, which involved achieving the following two scientific 

research objectives: 

• Objective 6 – Test the effectiveness of a cyberintelligence analysis educational 

intervention by measuring the priority competences needed by future specialists in this field. 

• Objective 7 – Test cyber resilience as a factor of progress of the educational 

intervention. 

To meet these objectives, we conducted a pedagogical experiment in a quasi-

experimental design with a non-equivalent control group, involving students in the 

undergraduate program Security and Intelligence Studies at ANIMV. To fulfill the research 

objectives, we set out to test the following hypotheses: 

• Hypothesis 1 (Hyp1) – A cyberintelligence educational intervention applied to 

future intelligence and national security analysts will lead to higher assessment scores when 

jointly assessed with other future intelligence and security analysts who have not received the 

same educational intervention.  

• Hypothesis 2 (Hyp2) – An exposure to an adverse cyber event during the 

cyberintelligence educational intervention applied to future intelligence and national security 

analysts will lead to higher assessment scores when assessed jointly with other future 

intelligence and security analysts who have been given the same educational intervention but 

have not been exposed to the adverse cyber event. 
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• Hypothesis 3 (Hyp3) – A cyberintelligence educational intervention applied to 

future intelligence and national security analysts will result in higher scores on the assessment 

administered 6 months after the intervention than on the assessment administered before the 

intervention. 

Based on the three hypotheses of our research, which involved the application of 

educational interventions, we distinguished the following needs: 1) the need for an educational 

intervention that does not involve the simulation of an adverse cybersecurity event; 2) the need 

for an educational intervention that involves the simulation of an adverse cybersecurity event. 

Thus, we defined three experimental groups: 1) a control experimental group, which receives 

no intervention; 2) an experimental group that receives an educational intervention without an 

adverse cybersecurity event; 3) an experimental group that receives an educational intervention 

with an adverse cybersecurity event. Thus, we considered as the only independent variable (IV) 

the group, IV-group, with the following three levels: 1) for the group allocated to the 

educational intervention without an adverse cybersecurity event, the level labeled intervention; 

2) for the group allocated to the educational intervention with an adverse cybersecurity event, 

the level labeled event; 3) for the control group, the level labeled control. In addition, the 

verification of Hyp1 and Hyp2, in comparison with the verification of Hyp3, involved the 

configuration of different variables: 

• For the testing of Hyp1 and Hyp2, we considered it appropriate to apply the 

model pedagogical assessment tool (i.e., result of scientific research objective 4), both before 

and immediately after the educational interventions. We thus utilized a design in which we 

obtained paired values for each participant in our study, both before the proposed educational 

interventions (i.e., to be referred as pre-test score) and after them (i.e., post-test score). Given 

the mathematical arguments for using the ANCOVA inferential statistical method, we 

considered the post-test score as our dependent variable (DV) and the pre-test score as our 

covariate variable (i.e., CoV – has effect on DV). In addition to ANCOVA, we also used the 

Holm-Bonferroni post-hoc test for Hyp1 and Hyp2. 

• For the testing of Hyp3, we did not intend to modify our experimental design, 

but to extend it with a further stage, which involved retesting participants approximately 6 

months after the completion of the educational intervention, again using the model pedagogical 

assessment tool obtained by fulfilling objective 4 in Chapter 4. We thus checked whether the 

participants in the educational intervention (i.e., set up by the fulfillment of objective 5 in 

Chapter 5) had formed cyberintelligence analysis competences in intelligence and security that 
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can be proven in the medium and long term, not just in the short term. The score obtained on 

the retest (i.e., which we have labeled the retest score) represents one of the levels of the 

dependent variable DV-score, along with the pre-test score and the post-test score. Therefore, 

the moments of test administration, corresponding to the pre-test, post-test, and retest scores, 

will be considered as levels of an independent and nominal variable (IV-time): 1) pre-test; 2) 

post-test; 3) retest. For testing Hyp3, we used mixed-factor ANOVA, Holm-Bonferroni post-

hoc test, and simplified effects. 

For the verification of Hyp1 and Hyp2, we analyzed data collected as a result of the 

participation of 34 students enrolled in the first year of undergraduate studies in Security and 

Intelligence Studies at ANIMV. By applying ANCOVA and Holm-Bonferroni tests, we 

obtained statistical significance for the comparisons between: 1) control and intervention 

group, obtaining that the intervention group had on average a result of 14.288 points higher 

than the control group on the result obtained in the post-intervention test (i.e., post-test score); 

2) control and event group, obtaining that the event group had on average a result of 20,328 

points higher than the control group on the result obtained in the post-intervention test (i.e., 

post-test score). These results led us to validate Hyp1. We were also unable to obtain statistical 

significance for the difference in the means of the post-test scores for the intervention-event 

pair, which led to the invalidation of Hyp2. The statistical test applied to verify Hyp1 and Hyp2 

has a statistical power of 0.98. Regarding the verification of Hyp3, we obtained statistical 

significance for the differences between the pre-test and post-test values for the groups: 1) 

event, this group obtaining mean scores 12 points higher at 6 months after the closure of the 

intervention, compared to the pre-intervention testing time; 2) intervention, this group 

obtaining mean scores 14 53 8 points at 6 months after the closure of the intervention compared 

to the time of pre-intervention testing. Thus, we also validated Hyp3, with a statistical power 

of 0.88. In the last part of Chapter 5, we made interpretations on the results obtained, which 

aimed at: 1) arguing the importance of the results, in relation to the occupational standard of 

the information analyst in Romania; 2) highlighting the validity and efficiency of our 

pedagogical model; 3) ways in which our experimental design could be improved, given the 

decision to invalidate Hyp3. 

At the end of Chapter 5, we have reached the aim of our research to configure an 

educational model of cyberintelligence analyst training for the field of intelligence and national 

security, which contains educational competences, learning objectives, and educational 

contents, a model realized by applying scientific research methods. We also believe that we 
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have provided a solution to our research problem – the need to model the training of the 

cyberintelligence analyst in the field of intelligence and security in order to have the necessary 

competencies to know, prevent, and counter threats from the cyber environment. 
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CHECKING THE OPTIMALITY OF EUROPEAN STUDY 

PROGRAMS FOR THE TRAINING OF 

CYBERINTELLIGENCE ANALYSTS IN INTELLIGENCE 

AND SECURITY 

 

 

In Chapter 6, we conducted a comparative analysis between the competences sets 

required for the cyberintelligence analyst in intelligence and national security, as determined 

in our research, and the existing competences sets in study programs that train cybersecurity 

experts and intelligence analysts in national and European degree programs (i.e., research 

objective 8). In this way, we compared the existing curricula in our field of interest with our 

own educational model, developed and verified through scientific research at the borderline 

between intelligence and security, education sciences, and cybersecurity. Also, by achieving 

objective 8, we have pointed out synergies between cyberintelligence analysis education at the 

level of the European Union Member States and the level of CSDP. 

In the first part of Chapter 6, we defined a five-step benchmarking procedure, through 

which we have managed to: 1) configure a database of official sources that contains all existing 

university degree programs at the level of the European Union, covering 25 of the 27 Member 

States; 2) perform searches in all national databases identified by terms derived from our fields 

of interest - cyberintelligence analysis, intelligence analysis and cyber security, after which we 

selected 10 degree programs at the level of the European Union; 3) perform searches on the 

website of the selected university, faculty, department or study program to identify the taught 

competences; 4) compare our validated set of cyberintelligence analysis competences in 

intelligence and security and the contents identified as suitable for benchmarking; 5) integrate 

the obtained results to determine whether our educational model optimizes the training 

processes in cyberintelligence analysis by comparison with those carried out in the selected 

study programs. 
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By applying this procedure, we obtained that if there were to be a study program in 

cyberintelligence analysis in intelligence and security, integrating the elements of our 

educational model, it should: 1) propose the formation of competences starting from the 

existing ones and complementing them with those specific to our educational model, the least 

effort in this regard would be the program organized by the University of Nebrija1; 2) start 

from the competences of the existing programs, integrating those sets for which the highest 

scores were obtained according to the 5 typologies. Thus, we consider that our educational 

model: 1) can be integrated into degree programs that train competencies in cyberintelligence 

analysis, cyberintelligence, intelligence analysis or cybersecurity; 2) can be a basis for the 

creation of a distinct degree program, by leveraging the validated competencies, developing 

learning objectives and grouping them thematically into study disciplines.  

In the context of all the results and interpretations formulated in Chapter 6, we conclude 

that the analyzed curricula optimize in different proportions, but not more than 70%, the 

educational processes of cyberintelligence analysis in intelligence and security of the model 

developed in our research. We believe that through the research approach presented in Chapter 

6, we have succeeded in highlighting the current state of cyberintelligence analysis training at 

the European level and have formulated recommendations whose implementation could benefit 

both Member States and EU institutions.  

 

 

1 The program obtained a similarity percentage of 70.04%, obtaining the first position in the descending list of 

the study programs with which we made the comparative analysis, found in Chapter 6 of the PhD thesis. 
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CONCLUSIONS 

 

 

Starting from the premise of the importance of the education of the cyberintelligence 

analyst in intelligence and security organizations, we managed to achieve the goal of the 

doctoral research – configure an educational model for the training of the cyberintelligence 

analyst for the intelligence and national security field, which contains educational 

competences, learning objectives and educational content, a model achieved by applying 

scientific research methods. We also managed to verify the results we obtained by achieving 

objective 8 of the doctoral research – carry out a comparative analysis between the set of 

competences needed by the cyberintelligence analyst in intelligence and national security and 

the existing sets of competences in university study programs that train cybersecurity experts 

and intelligence analysts.  

We started our doctoral research approach from the need to contextualize and provide 

a theoretical foundation for cyberintelligence analysis in intelligence and security. We have 

highlighted during the research that: 1) the securitization of the cybersecurity field from the 

perspective of security studies is justified, given that we have emphasized recent scenarios 

where cyber threats manifest themselves as existential threats to states; 2) the strategic 

cybersecurity discourse is included in the national security discourse, as it is linked to several 

national security issues; 3) cyberintelligence analysis is at the border between intelligence 

analysis and cybersecurity; 4) there is an important need to standardize educational approaches 

in cyberintelligence analysis; 5) the NICE Framework is the most suitable occupational and 

competency framework to configure educational models of cyberintelligence analysis in 

intelligence and national security; 6) the configuration of a training and assessment model in 

cyberintelligence analysis depends on the application of the theory and methodology of training 

and assessment; 7) the applied scientific research in the fields of cybersecurity and intelligence 

analysis education presents results from applying the right scientific research methods, 

including in the context of our doctoral research. All these elements represented premises and 
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landmarks for our research activity and allowed us to complete all five stages laid out in the 

Introduction.  

Through applied research activities that led to achieving the research goal, we have 

obtained a series of important results that provide the foundation for our educational model of 

cyberintelligence analysis in intelligence and security. In the first stage of our research, we 

showed how cybersecurity is reflected at a strategic level, both through the content analysis of 

several national cybersecurity strategies and by an explanatory analysis of the strategic 

elements of security, defense, and cybersecurity at the level of the European Union. The most 

important result we obtained is that of the prevalence of the strategic dimensions of cyber threat 

assessment, national security and cybersecurity education within the analyzed national 

cybersecurity strategies. We relied on this result in our choice of cybersecurity analytical 

reports as support for the steps to configure cyberintelligence analytical competences in 

intelligence and national security. 

In the second stage of our research we have configured, validated and prioritized a set 

of cyberintelligence analysis competences in intelligence and security. The configuration was 

achieved through the content analysis of several cybersecurity analytical reports, where we 

highlighted the most important cyberintelligence topics they addressed. We obtained that 

intelligence analysis and the techniques, tactics, and procedures of hostile cyber actors are the 

most important cyberintelligence topics in these reports, and that they also empirically reflect 

the dual and complementary nature of cyberintelligence analysis, which is at the intersection 

of intelligence and cybersecurity. Leveraging these results and the completeness of the NICE 

Framework for the field of intelligence and cybersecurity, we were able to set up an initial set 

of cyberintelligence analysis competences. Considering that up to this point our method has 

integrated only secondary data sources, we conducted a sociological survey where we 

consulted experts in cyberintelligence analysis, cybersecurity, intelligence and national 

security on the importance of the competences included in the set we configured for the 

cyberintelligence analyst in intelligence and security. This is how we validated 91.5% of the 

competences included in the initial set and obtained the first relevant product for the 

educational practice in the field – the validated set of competences for cyberintelligence 

analysis in intelligence and security. Then, we leveraged these results by establishing 

thresholds based on descriptive statistical parameters and we managed to extract those priority 

skills for the cyberintelligence analyst in intelligence and security. Both the validated and the 

priority set were directed in terms of the content of the competences more towards the 
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intelligence analysis field than the cybersecurity one when we analyzed them according to the 

5 typologies of competences defined by Borum and Sanders.  

In the third stage of our research, we capitalized on the priority set of cyberintelligence 

analysis competences in order to configure an educational model that includes both a 

pedagogical assessment tool and a training tool for cyberintelligence analysis competences in 

intelligence and security. We have thus done a new sociological survey by involving experts 

in cyberintelligence, intelligence and cybersecurity analysis in order to identify the best 

pedagogical assessment methods for each priority competence. Using these results and 

applying elements from the theory and methodology of pedagogical assessment, we obtained 

that a tool aimed to assess cyberintelligence analysis skills in intelligence and security must be 

configured in the form of a written test, but should contain items relevant to the practice in the 

field – the most important of which is writing a cyberintelligence analysis report. As we 

continued to capitalize on the elements specific to the theory and methodology of pedagogical 

assessment, especially those related to Bloom's Taxonomy, we managed to configure learning 

objectives, make an argumented choice of types of assessment items and configure the 

assessment items themselves; all these elements constitute our model of a tool to assess the 

priority competences of cyberintelligence analysis. We also verified compliance with the 

quality criteria for our assessment tool model, and the most important result we obtained was 

fidelity (i.e., value of 0.937300744), thus proving that our tool produces similar results for 

successive applications on similar samples of students. Capitalizing on the learning objectives, 

the elements we extracted from the theory and methodology of training and the practical and 

theoretical elements specific to the fields of intelligence and cybersecurity, we have also 

configured a model of pedagogical training for the priority competences for cyberintelligence 

analysis in intelligence and security. This proved to be another extremely important result in 

the context of our research, as it represented a ready-to-implement solution both in the 

educational practice of the field of cyberintelligence analysis and in that of scientific research. 

In the fourth stage of our research, we aimed to experimentally verify the educational 

model we configured based on the set of priority competences for cyberintelligence analysis in 

intelligence and security. We thus carried out a pedagogical quasi-experiment where we 

involved students from the Security Studies and Intelligence program within ANIMV. We 

aimed to validate several research hypotheses regarding testing the effectiveness of the 

educational cyberintelligence analysis model, both immediately after the completion of the 

educational interventions and 6 months afterwards. Although we did not succeed in the Hyp2 
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validation, where we tested the effectiveness of an educational intervention that included the 

simulation of an adverse cybersecurity event, we succeeded in the Hyp1 and Hyp3 validations, 

which prove the effectiveness of the educational model configured in the third stage of our 

research. Thus, the experimental groups that benefited from the intervention obtained 

statistically significantly better results on average than the group that did not benefit from the 

intervention, and 6 months after the intervention was completed, the groups that benefited from 

the intervention maintained the performance they obtained immediately after the intervention, 

which was significantly better than that before the intervention. We consider that we have 

configured an educational model that trains cyberintelligence analysis competences in 

intelligence and security that can be used to train competences that generate behaviors of 

educated subjects, both in the short and medium term. 

We consider that our doctoral research brings multiple benefits to educational practice 

in the field of cyber intelligence analysis in intelligence and security, with beneficial effects 

for professional practice in this field and implicitly for the missions of intelligence and security 

organizations. The set of validated competences, the set of priority competences and the 

educational model consisting of learning objectives, the pedagogical assessment tool and the 

training model, represent elements with immediate and direct applicability in the educational 

practice of cyberintelligence analysis or even in the one specific to the field of information and 

national security. Considering that all these results were obtained including through their 

validation by experts with professional activity in this field, we consider our research meets 

the need of practitioners in the field of cyberintelligence analysis in intelligence and security 

and proposes a practical implementation method specific to the academic environment, thus 

reducing the gap between the two environments. Such an approach could contribute to better 

training of future cyberintelligence analysts in intelligence and security organizations so they 

could have the necessary competence to successfully fulfill organizational missions at the 

intersection of intelligence analysis and cybersecurity. We also consider that our research 

contributes to the body of scientific knowledge specific to the information and national security 

field, both through the specificity of the topic and through the use of a complex methodological 

apparatus, specific to other fields of scientific research, such as sociology or educational 

sciences. 

Nonetheless, the most important conclusion regarding the practical relevance for the 

field of cyberintelligence analysis in intelligence and security, especially in terms of 

educational practice in the field, was drawn in the fifth stage, where we achieved objective 8 
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and the purpose of our doctoral research. We have done a comparative analysis of the 

competences, learning outcomes or specific content of 10 study programs from the European 

Union that train intelligence analysis and cybersecurity competences, with our validated set of 

cyberintelligence analysis competences. We obtained that none of the study programs we 

analyzed fully optimize the training of the cyberintelligence analyst in intelligence and security, 

compared to our educational model of cyberintelligence analysis. The result reinforces the 

relevance of our research for the practice in the field of cyberintelligence analysis and 

emphasizes the existence of a gap between the training needs of professional communities and 

the existing study programs that train intelligence analysis and cybersecurity competences both 

at the European Union and at the national level.  

Moreover, understanding that cyberintelligence is part of all stages of operations and 

missions carried out in the context of the Common Security and Defence Policy (CSDP), we 

consider the role of educational formats for cyberintelligence analysis in intelligence and 

security all the more important. Although the European Union has defined elements of the 

strategic framework in the cybersecurity education field, has implemented cybersecurity 

training programs operationalized by the European Security and Defence College (ESDC), has 

established the Cyber Skills Academy, and the Strategic Compass provides for the synergy 

between intelligence and cyberintelligence analysis, the training of cyberintelligence analysis 

competences was not taken into account in any of these approaches. We therefore consider it 

necessary and appropriate to have measures that can strengthen the training of competences in 

the field, both for the member states and for the institutions, bodies and agencies of the 

European Union. For the member states where we have not identified such programs, we 

recommend these are created according to the needs of the professional communities. For the 

member states where we have identified study programs, we consider it appropriate to create 

new study programs that address various academic coordinates (i.e., according to the Spanish 

model, presented in Chapter 6) or to reconceptualize the existing ones by strengthening the 

types of deficient cyberintelligence competences or by collaborating within national or 

international university consortia to create new programs. For the EU institutions with 

responsibilities in cybersecurity education, in the configuration of occupational and 

competences frameworks and in the financing of international university study programs, we 

recommend: 1) updating  the European Cybersecurity Skills Framework (ECSF) so that it also 

includes the occupational profile of the cyberintelligence analyst in intelligence and security; 

2) the integration of the training needs in the field of cyberintelligence analysis in intelligence 
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and security by the European Security and Defence College (ESDC), through consultation with 

the European Union Intelligence and Situation Centre (EU INTCEN), and the piloting of a 

training format aimed at professionals in the field who work both within the European Union 

(EU) institutions, as well as within public institutions with responsibilities in intelligence and 

security from member states; 3) updating the European Skills, Competences, Qualifications 

and Occupations (ESCO) so that there is a better representation of occupations specific to the 

field of intelligence and security in general, and to cyberintelligence analysis in particular; 4) 

having an open call for projects with non-reimbursable European funding for a master's degree 

program in the field of cyberintelligence analysis in intelligence and security carried out in a 

consortium with European representation. 

Although these recommendations represent only our vision, since we have not obtained 

feedback from the competent bodies, we consider that they represent a first step, important for 

strengthening the occupational and competence profile of the cyberintelligence analyst in 

intelligence and security, and necessary in the current context of national, European and 

international security transformations and developments. 
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