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To that end, the above-mentioned entities resort to traditional channels, at the

same time keeping the pace with emerging technologies to obtain access to new
resources.



FINANTAREA ORGANIZATIILOR TERORISTE
DE LAHAWALA LA BITCOIN

TERORISMUL SI FINANTAREA SA

Potrivit Comisiei de experti in evaluarea masurilor de combatere a spalarii banilor si a finantarii
terorismului din cadrul Consiliului Europei (MONEYVAL), actele de terorism sunt executate in
diverse forme, pornind de la actiuni izolate (comise de actori singulari) pana la cele concertate,
executate de mai multi atacatori in mod succesiv sau simultan (de exemplu, ,,9/11" - SUA, 11
septembrie 2001; ,Mumbai” — India, 26 noiembrie 2008, ,Charlie Hebdo" - Franta, 7 ianuarie
2015).

Prin urmare, si formele de finantare a terorismului variaza, in concordanta, acestea fiind
destinate, pe de-o parte, planificarii actelor teroriste, iar, pe de alta parte, oricarui alt tip de
sprijin - administrativ, logistic sau ideologic - oferit entitatilor teroriste.

Mai mult, sursele de finantare difera, sumele provenind din activitatiilegale din zona criminalitatii
organizate (trafic de droguri/ arme/ persoane/ obiecte de artd, rapiri pentru recompense) sau
legitime, din campanii umanitare, donatii sau constituind profituri rezultate din activitatile unor
entitati juridice paravan, active in domeniile imobiliar, HoReCa, retail, industrial si alimentar.

Nu in ultimul rand, s-au remarcat ca inovatoare pe linie financiara masurile specifice, mai
degraba, unui stat de facto (ale unor organizatii care au controlat anumite teritorii extinse), precum
implementarea de taxe si impozite sau exploatarea resurselor naturale (petrol si gaze naturale,
fildes) in scopul comercializarii lor ilegale (de exemplu, prin intermediul unor companii paravan)*.

Pe de alta parte, finantarea activitatilor teroriste a presupus permanent asigurarea circulatiei
fondurilor obtinute si transferul lor acolo unde erau necesare, fie intre granitele unui stat, fie la
nivel international, prin canale oficiale (sistemul bancar)/remitente de bani, canale ilegale (rute
de trafic) sau hawala?.
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TERRORIST FINANCES

According to the Council of Europe Committee of Experts on the Evaluation of Anti-Money
Laundering Measures and the Financing of Terrorism (MONEYVAL), terrorist activities take
place in many different forms ranging from isolated acts (committed by single actors) to planned
activities carried out by several attackers, successively or simultaneously (e.g. “9/11" — USA,
September 11, 2001; “Mumbai” — India, November 26, 2008; “Charlie Hebdo” — France, January
7,2015).

Therefore, the forms of financing terrorism vary accordingly, being intended, on one hand, to
plan terrorist acts and, on the other hand, to provide any other type of support — administrative,
logistical or ideological - for terrorist entities.

Moreover, the sources of terrorist funding may vary, originating from illegal, criminal activities
(ranging fromtrafficking in drugs/weapons/human beings/art objects to kidnappings for ransom)
or legitimate ones - aid campaigns, donations or profits obtained by umbrella companies
specialized in the fields of real estate, tourism, retail and food industry.

Last but not least, methods of funding more inherent for a de facto state (applied by organizations
that controlled extensive territories) are considered innovative, such as imposing taxes and
fees or exploiting natural resources (oil and natural gas, ivory) for illegal sales (through shell
companies, for instance)?.

However, financing terrorist activities requires funds to be moved and transferred according
to necessities, within national borders or across international jurisdictions, through official
channels (banking system)/money remittances, unregulated channels (traffic routes), and/or
hawala?.
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LA MEME JEANNETTE, MAIS AUTREMENT COIFFEE

In timp, organizatiile teroriste au dovedit un grad ridicat de rezilient3, adaptandu-se la
provocarile de natura legislativa sau tehnologica si reusind sa dezvolte noi modi operandi si sa
isi redefineasca metodele consacrate de actiune.

In acelasi mod au procedat si in plan financiar, tindnd pasul cu evolutia societtii, perspectiva
din care s-au evidentiat 4 etape distincte.

Astfel,in anii'80, perioada mujahidinilorin Afganistan, entitatile teroriste s-au bazat semnificativ
pe fondurile transferate prin fundatiile caritabile, pentru ca, mai tarziu, in 1990, odata cu
aparitia Miscarii Talibani, sa se orienteze catre afaceri paravan si activitati de traficare (arme,
persoane, droguri). Ulterior ,9/11" si interventiei internationale in Afganistan ce a dus la caderea
Talibanilor, activitatile teroriste au fost finantate si din infractiuni marunte si fraude, pentru ca,
in perioada 2004-2005, Al-Qaeda sa inceapa sa se autofinanteze, pe langa traficul cu droguri si
arme, si din comertul cu produse agricole si materiale de constructii®.

TERRORIST FINANCING
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LA MEME JEANNETTE, MAIS AUTREMENT COIFFEE

Over time, terrorist organizations showed a high degree of resilience, adapting to legislative
and technological challenges, succeeding in developing new modi operandi and redefining
traditional methods.

The same applies to terrorist financing, keeping pace with the current social dynamics, as a
result of which four distinct phases have been revealed.

Thus, in the 1980s, during the Mujahideen rule in Afghanistan, terrorist entities relied heavily on
funds channeled through charities, while in the 1990s, under the Taliban regime, they shifted
more towards shell business and smuggling (weapons, human beings, drugs). Following the
9/11 terror attack and the international operations in Afghanistan that led to the fall of Taliban
Movement, terrorist activities were also financed through petty crimes and financial schemes.
Inaddition to drug and weapons trafficking, between 2004 and 2005, Al-Qaeda began to finance
itself from the sale of agricultural products and construction materials?®.
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BANCA INVIZIBILA... SISTEMUL HAWALA

Dupa atacurile teroriste comise de Al-Qaeda la 11 septembrie 2001 in SUA, interesul autoritatilor
fata de sistemele informale de transfer financiar, cu accent pe hawala, a crescut exponential, ca
urmare a rolului acordat acestora de catre organizatiile teroriste, in accesarea fondurilor necesare*.

Hawala (traducere: in limba arabd - transfer; in hindi si urdu - incredere), concept originar
din Asia de Sud din secolul al VIII-lea, este utilizata, in prezent, la nivel global, indeosebi in
comunitatea islamica, ca mijloc alternativ de efectuare a tranzactiilor financiare. Astfel, hawala
presupune mutarea de fonduri intre doua regiuni geografice indepartate, in general doua state,
fara un transfer fizic imediat al finantelor.

De exemplu, un client furnizeaza o suma de bani unui broker/ dealer, cunoscut drept hawaladar,
care, la radndul sau, isi contacteazd asociatul din zona de destinatie, pentru a-i transmite
instructiuni — constand in coduri si parole - care sa faciliteze transferul. In general, costurile
sunt mai reduse comparativ cu instrumentele financiare oficiale, iar in cazul valutei, hawaladarii
ofera cursuri avantajoase de schimb®.

Conditiile impuse unui broker hawala includ, pe langa existenta unui capital, o reputatie solid3,
bazata pe relatii de afaceri de lunga durata, precum si pe afiliere de tip familial sau tribal - It's
all about TRUST.

Metoda a fost si este utilizata, in mod curent, pentru a trimite remitente familiilor, indeosebi
in cazul statelor sarace, unde operatiunile bancare formale sunt mai dificil de accesat sau
presupun costuriridicate, dar si de catre entitatile teroriste, ca urmare a caracterului anonimizat,
asigurat de faptul ca inregistrarile nu sunt pastrate (ori cele existente nu sunt puse la dispozitia
autoritatilor), iar astfel sursa banilor nu poate fi urmarita®.
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THE INVISIBLE BANK... HAWALA SYSTEM

After the 9/11 terrorist attacks committed by Al-Qaeda in the United States, the official interest
in unregulated money transfer systems, especially in hawala, has significantly increased, due
to their major role in terrorist organizations’ access to funds*.

Hawala (in Arabic "transfer”, in Hindi or Urdu "trust”), a term originating in South Asia during
the 8% century, is used throughout the world today, particularly in the Islamic community, as
alternative means of conducting fund transfers. Thus, hawala involves transferring money
across two distant regions, usually two countries, crossing the borders, without physical
movement of cash.

For instance, an individual gives money to a broker/dealer known as a Hawaladar, who
contacts another dealer from the country where he wants to send the money, to provide him
with instructions — codes and passwords - to facilitate the money transfer. Generally, costs
are lower as compared to legitimate financial instruments, as hawaladars offer preferential
exchange rates®.

Hawala brokers must have, in addition to financial means, a strong reputation based on long
business connections, family or tribal affiliation - It's all about TRUST.

The method has always been used by immigrants to send money back to their families, especially
in poor countries where conventional transfers are difficult to access or too expensive, but
also by terrorist entities, due to the lack of transparency, since no records are kept (or made
available to the authorities), the movement of money being thus untraceable®.
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Un exemplu in acest sens il constituie tentativa de atac terorist din Times Square (New York,
SUA), din mai 2010. Cel care a planificat atentatul, pakistanezul Faisal Shahzad, inspirat de
clericul radical Anwar Al-Awlaki in comiterea atentatului pe modelul Al-Qaeda, a primit bani de
la 0 sursa din Pakistan, in doua transe, prin intermediul unei retele hawala coordonate de doi
frati’.

Desi, in prezent, finantarea terorismului presupune utilizarea si a altor mijloace, unele dintre
acestea eminamente conexate noilor tehnologii, hawala continua sa fie folosita de organizatiile
teroriste pentru transferul de fonduri colectate din diferite regiuni ale globului si avand ca
destinatie finala zonele de conflict din Orientul Mijlociu si Africa de Nord/ MENA. Un astfel de
exemplu recent este reteaua de facilitatori de origine spaniola, activi in provinciile Madrid si
Toledo, arestati de Politia Nationala Spaniola in colaborare cu EUROPOL, in noiembrie 2020.
Conform celor comunicate de autoritati, reteaua cu contacte in mai multe state europene ar fi
avut conexiuni cu DAESH, iar fondurile pe care le colecta aveau ca obiectiv sprijinirea luptatorilor
straini din Siria®.

TERRORIST FINANCING
FROM HAWALA TO BITCOIN

A relevant example is the May, 2010 Times Square car bombing attempt (New York, USA). The
perpetrator, Pakistani-born Faisal Shahzad, inspired by the radical cleric Anwar Al-Awlaki to
take up the cause of Al-Qaeda, received money from a man in Pakistan, in two instalments,
through a hawala network coordinated by two brothers’.

Although, nowadays, terrorist financing implies the use of other means as well, strongly related
to new technologies, hawala continues to be used by terrorist organizations to transfer money
obtained from different regions to conflict areas in the Middle East and North Africa/MENA. A
recent example is the network of hawaladars of Spanish origin, operating in Madrid and Toledo
provinces, arrested by Spanish Police Forces and EUROPOL, in November 2020. According to
authorities, the network was connected to several European countries and had alleged links to
DAESH, gathering funds to support foreign fighters in Syria&.
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TERORISMUL SI CRIMA ORGANIZATA:
LEGATURI CRITICE

Unele fonduri ale organizatiilor teroriste sunt rezultate din activitatile specifice criminalitatii
organizate, precum traficul cu resurse naturale, narcotice, persoane si armament.

In cazul DAESH, considerat3, la momentul siu de varf, o entitate terorista cu disponibilititi financiare
crescute, sursele majore de venituri, pana la pierderea completa a teritoriului sdu in 2019, au fost
productia si contrabanda cu petrol. Majoritatea petrolului extras a fost distribuita in Siria, in beneficiul
organizatiei, iar o parte a fost introdusa ilegal si vanduta sub pretul pietei in state din vecinatate.

Totodata, la suplimentarea finantelor DAESH au contribuit capturile rezultate in urma atacurilor
armate comise asupra unor institutii bancare, incasarile din comercializarea de droguri si artefacte,
precum si din extorcarile civililor si afaceristilor locali prin impunerea de taxe si impozite®.

Inunele operatiuni ,comerciale”, organizatia terorista ar fi colaborat ocazional cu mafia italiana,
beneficiara a transporturilor de substante psihotrope/ Captagon (de exemplu, captura din portul
Salerno din 01.07.2020)*°, care, in acelasi timp, ar fi jucat rolul de intermediar in furnizarea de
petrol si produse petroliere catre unele state europenet’. Cu acelasi partener, DAESH a reusit
sa transporte si sa vanda ilegal obiecte de arta la nivel international'

De asemenea, miscarea Al-Shabaab, activa in Somalia si afiliata Al-Qaeda, a implementat cu
succes strategia autofinantarii din aplicarea de taxe si impozite, precum si din comertul cu
carbune sau din cel ilegal cu fildes®.

Larandul ei, Al-Qaedain Maghrebul Islamic/ AQMI a procedat similar, aplicand taxe pe circulatia
marfurilor ilicite — droguri — si a persoanelor care traversau teritoriul pe care il controla4 In
plus, franciza magrebiana a Al-Qaeda este celebra pentru practica rapirii de persoane, cu
precadere occidentali, in vederea solicitarii de rascumparare in schimbul vietii acestora.

In intervalul 2008 - 2012, AQMI a r&pit 39 de cetiteni occidentali, pentru care organizatia
terorista a obtinut, drept rascumparare, suma de aproximativ 50 de milioane de dolari SUA de
la guvernele statelor de origine ale acestora®®.

TERRORIST FINANCING
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TERRORISM AND ORGANIZED CRIME:
CRITICAL TIES

Some of the funds used by terrorist organizations come from criminal activities such as
trafficking in natural resources, narcotics, people and weapons.

As for DAESH, considered, at the peak of its glory, a terrorist entity with extensive financial
resources, its greatest sources of funds, until the complete loss of its territory in 2019, stem
from oil production and smuggling, mostly fed into Syria to support DAESH, or smuggled and
sold below normal price in neighbouring countries.

Also, other activities that provided DAESH with considerable revenue were robbing banks,
selling illegal drugs and stolen artifacts, and extorting local civilians and businessmen through
imposed taxes and fees®.

Inits “business” operations, DAESH had allegedly teamed up with Italian Mafia, who benefitted
from shipments of psychotropic substances/ Captagon (e.g. the July 1, 2020 Salerno port
seizure)!®, acting, at the same time, as an intermediary supplying oil and refined products to
European states!!. Within the alleged partnership, DAESH had also succeeded in trafficking
artefacts across the world*2

Inits turn, Al-Qaeda Somali outfit Al-Shabaab has successfully obtained revenues from taxes
as well as from illegal coal and ivory trade®®.

The same method was applied by Al-Qaeda in the Islamic Maghreb/AQIM, who imposed taxes
on shipments of illicit goods, such as drugs, and on people moving across their territory*“.
Moreover, the Al-Qaeda franchise in Maghreb is famous for kidnapping Western citizens for
ransom.

Between 2008 and 2012, AQIM kidnapped 39 Westerners, gathering almost 50 million dollars
from national governments from their native countries®.
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Rapirea pentru rascumparare, ca sursa principala de finantare, a fost mult timp o practica
asociata si cu gruparea terorista nigeriana Boko Haram. Spre exemplu, in februarie 2013,
membri ai acestei organizatii au rapit, in Camerun, o familie franceza constituita din 6 persoane,
inclusiv 4 copii, pentru care Franta ar fi platit suma de 3 milioane de dolari®®.

In plus, gruparea nigerian3 afiliatd Al-Qaeda, iar ulterior DAESH, prin franciza Islamic State’s
West Africa Province/ ISWAP, a colectat fonduri din multiple alte categorii de surse care
includ extorcari, taxe de protectie, jafuri bancare, contrabanda cu armament, zona predilecta a
operatiunilor fiind in regiunea Lacului Ciad"’.

Nu in ultimul rand, Miscarea Talibani a acumulat, in intervalul 2019-2020, suma de 1,6 miliarde
de dolari SUA, in special din activitati de vanzare de opiu (416 milioane de dolari), dar si din
exploatarea miniera — fier, aur si marmura (peste 400 de milioane de dolari)*®.

TERRORIST FINANCING
FROM HAWALA TO BITCOIN

Nigerian terrorist group Boko Haram has also resorted to kidnapping for ransom, as its main
source of funding. For example, in February 2013, Boko Haram fighters abducted 6 French
citizens, including 4 children, in Cameroon. France allegedly paid 3 million dollars in exchange
for their freedom?®.

In addition, the Al-Qaeda Nigerian outfit, which later developed ties with DAESH through
the Islamic State's West Africa Province/ ISWAP, raised funds from multiple sources
including extortion, protection fees, bank robberies, weapons smuggling, mostly in Lake
Chad region?’.

Last but not least, between 2019 and 2020, the Taliban Movement gathered 1,6 billion US
dollars mainly from opium trade (416 million USD), but also from mining —iron, gold and marble
(over 400 million USD)*,






O LAANACALABITEO
»FATA CARITABILA” A TERORISMULUI

Donatiile reprezinta una dintre cele mai consistente surse de finantare a entitatilor teroriste,
provenind, in mare parte, de la organizatii non-guvernamentale, fundatii sau donatori privati.

In unele situatii, aceste fonduri sunt spdlate prin organizatii si fundatii caritabile neinregistrate,
care initiaza campanii de ajutorare ai caror presupusi beneficiari sunt orfanii si refugiatii din
statele marcate de instabilitate securitara, cum este cazul Siriei, unde, insa, entitati teroriste
precum DAESH si Jabhat Al-Nusra (filiala Al-Qaeda) au fost, de fapt, beneficiarii finantarii'®.

La randul sau, miscarea militanta palestiniana HAMAS se bazeaza pe sumele de bani colectate
de fundatii caritabile, o entitate de acest tip - WWR Help und Ansaar International - fiind
interzisain luna mai 2021, in Germania, pentru suportul asigurat, de-a lungul timpului, gruparilor
teroriste, alaturi de HAMAS, pe lista beneficiarilor sumelor colectate de aceasta, figurand si Al-
Shabaab si Jabhat Al-Nusra?®.

La finalul anului 2021, presa italiana a semnalat tranzactiile financiare ale HAMAS printr-o
serie de ONG-uri - Europeans for Al-Quds Association sau Charitable organisation of solidarity
with the Palestinian People -, coordonate de Mohammad Hannoun, cunoscut pentru sprijinul
acordat familiilor atacatorilor sinucigasi palestinieni. Organizatiile neguvernamentale colectau
fonduri, inclusiv in timpul adunarilor religioase?.

TERRORISM INC.

Printre modalitatile de finantare a operatiunilor teroriste se afla si crearea unor companii fictive,
unele dintre acestea active in SUA si Europa, exploatand astfel sistemul juridic occidental.
Scopul acestor entitati comerciale este spalarea de bani care, ulterior, sunt directionati catre
sustinerea activitatii teroriste??.

De la inceputul anilor 2000, HAMAS controleaza aproximativ 40 de companii comerciale din state
din Orientul Mijlociu si Africa, care activeaza in domeniul infrastructurii si real estate?®, unele dintre
acestea fiind incluse, de catre autoritatile americane, pe lista entitatilor care finanteaza terorismul.

O alta modalitate de colectare de fonduri in beneficiul HAMAS este reprezentata de casele de
schimb valutar din Cisiordania si Fasia Gaza, o dovada in acest sens constituind operatiunea
derulata de autoritatile israeliene in iunie 2021, pe parcursul careia a fost confiscata suma de
aproximativ 410.000 de dolari americani de la doua centre de acest tip din Tulkarm/ Cisiordania,
destinatd membrilor miscarii militante palestiniene?-.

TERRORIST FINANCING
"THE CHARITABLE FACE” OF TERRORISM

Donations are a major source of terrorist financing, coming mostly from non-governmental
organizations, foundations and private donors.

In some cases, money is laundered by unregistered charities through campaigns allegedly
supporting orphans and refugees in regions marked by conflict, such as Syria, where terrorist
entities like DAESH and Jabhat Al-Nusra (Al-Qaeda affiliate) actually received the funds?®.

Inits turn, the Palestinian militant movement HAMAS relies on money collected by charities, for
example by WWR Help und Ansaar International banned in Germany in May 2021 for providing,
over the years, financial support to terrorist groups such as HAMAS, Al-Shabaab and Jabhat
Al-Nusra?,

At the end of 2021, a series of reports were published by Italian media outlets on HAMAS
financial transactions via several NGOs - Europeans for Al-Quds Association or Charitable
organisation of solidarity with the Palestinian People - coordinated by Mohammad Hannoun, who
provided support to Palestinian suicide bombers’ families. The non-governmental organizations
collected funds even during religious gatherings?.

TERRORISM INC.

Fake companies in the United States and Europe exploiting the Western legal system are one
of the tools within terrorist financing portfolio. Their main goal is to launder money to support
terrorist activities??.

Since the early 2000s, HAMAS has controlled about 40 companies in Middle Eastern and
African countries, mainly active in the construction sector and real estate?, some of them
already included by the US on its terrorist financing list.

Another method used by HAMAS is to transfer funds through exchange companies operating in
West Bank and Gaza Strip, targeted by the June 2021 Israeli raid, during which approximately
410,000 USD were confiscated from two companies in Tulkarm/West Bank, allegedly supporting
members of the Palestinian militant movement?-,
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DE LA HAWALA LA BITCOIN

Incepand cu anul 2014, organizatiile teroriste isi finanteaza operatiunile si prin fonduri obtinute
din criptomonede, printre entitatile interesate de aceste monede virtuale numarandu-se DAESH,
HAMAS si Al-Qaeda?.

Progresul tehnologic a oferit acestora oportunitatea de a efectua abuzuri digitale, cum ar fi
utilizarea ilicita a criptomonedelor pentru a obtine resurse financiare ca mod de finantare
alternativ la hawala si diversificarea portofoliului financiar?.

Prin urmare, in ultimii ani, s-a remarcat reorientarea spre noi tehnologii, cum ar fi blockchain, ce
permit anonimizarea tranzactiilor derulate in mediul virtual, prin intermediul criptomonedelor.

Astfel, in intervalul 2014 - 2017, DAESH a derulat frecvent activitati de colectare de monede
virtuale, atat prin intermediul asa-numitului Minister de Finante infiintat in cadrul Califatului,
cat si al website-urilor de propaganda, intre care Haq Web si Akhbar Al-Muslimin, precum si al
sustinatorilor individuali — cazul lui Bahrun Naim, lider de origine indoneziana, coordonator al
atacurilor teroriste din 2016, din Jakarta?.

Un alt exemplu in acest sens il constituie cel al miscarii militante HAMAS care, alaturi de
sustinatorii sai, a lansat frecvent campanii in scop ,umanitar” ori militar pentru a colecta fonduri
de criptomonede, spre a le converti ulterior in valuta.

Prima semnalare in media privind implicarea HAMAS in colectarea de criptomonede dateaza
de la inceputul anului 2019, cand aripa militara a organizatiei, Brigazile Ezzedine Al-Qassam,
a demarat o ampla campanie de strangere de fonduri, prin intermediul social media. In cadrul
campaniei, au fost oferite instructiuni despre modalitatea de creare a unui wallet/ portofel
virtual — metoda digitala descentralizata de stocare a Bitcoin — simultan cu indicarea unui cod
QR, in scopul facilitarii de donatii anonime catre HAMAS.

In 2021, ulterior atacurilor israeliene asupra infrastructurii HAMAS din Fasia Gaza, care au
redus capabilitdtile ofensive ale gruparii palestiniene, portofelele electronice s-au extins si la
alte criptomonede, precum Tether, Dogecoin, Ether, Litecoin, Zcash, Binance Coin si XRP?. In
urma acestei actiuni, aripa militara a HAMAS ar fi colectat din donatii echivalentul a peste
100.000 de dolari?.

TERRORIST FINANCING
FROM HAWALA TO BITCOIN

FROM HAWALA TO BITCOIN

Since 2014, terrorist organizations such as DAESH, HAMAS and Al-Qaeda have started to
finance their operations using cryptocurrencies?®.

Technological progress has given them the opportunity to carry out digital abuses such as the
illicit use of cryptocurrencies to obtain financial revenues as an alternative to hawala and a
means to diversify their financial portfolio?.

Therefore, in recent years, there has been a shift towards new technologies such as blockchain,
which allow the anonymization of transactions carried out in the virtual environment, through
the use of cryptocurrencies.

Thus, between 2014 and 2017, DAESH has frequently carried out virtual coin collection
activities, both through the so-called Ministry of Finance established within the Caliphate,
and the propaganda websites, such as Hag Web and Akhbar Al-Muslimin, as well as individual
supporters — the case of Bahrun Naim, Indonesian leader, coordinator of the 2016 Jakarta
terrorist attacks?.

A similar example is that of the militant movement HAMAS which, along with its supporters,
frequently launched campaigns for “humanitarian” or military purposes, tocollectcryptocurrency
funds and later convert them into formal currency.

The first media reports on HAMAS involvement in cryptocurrency operations date back to early
2019, when its military wing Ezzedine Al-Qassam Brigades launched a wide-ranging fundraising
campaign through social media. During the campaign, instructions were given on how to create
a virtual wallet — a decentralized digital method of Bitcoin storage — simultaneously providing a
QR code for facilitating anonymous donations towards HAMAS.

In 2021, after the Israeli attacks on HAMAS infrastructure in Gaza Strip, which affected the
offensive capabilities of the Palestinian movement, the virtual wallets expanded to other
cryptocurrencies like Tether, Dogecoin, Ether, Litecoin, Zcash, Binance Coin and XRP?, As a
result, HAMAS military wing allegedly gathered over 100,000 USD from donations?.
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Larandul sau, Al-Qaeda a lansat, in august 2020, campanii similare, organizate cu sprijinul unor
grupari afiliate, localizate preponderent in afara Siriei, prin intermediul unei retele de spalare de
bani care opera cu Bitcoin. In acest scop, pe mai multe conturi Facebook si Telegram asociate
organizatiei au fost viralizate apeluri ,umanitare” de colectare de fonduri pentru populatia din
Siria.

Campaniile s-au derulat prin intermediul unor pretinse organizatii caritabile, cum ar fi Al
Sadaqah®, Al Tkhwa?' si Reminders from Syria®. Localizate in Siria, unele cunoscute pentru
afilierea cu gruparea jihadista Hayat Tahrir Al-Sham/ HTS, asociata Al-Qaeda, acestea ofereau
donatorilor o adresa unica Bitcoin, cu scopul de a colecta fonduri in sprijinul foreign terrorist
fighters/ FTF sial familiilor ,martirilor”*3. La acel moment, majoritatea donatiilor au fost obtinute
prin intermediul BitcoinTransfer Office, serviciu localizat in Idlib34.

Amploarea atinsa este exemplificata de actiunea autoritatilor de la Washington, din luna august
2020, care au confiscat criptomonede in valoare de aproximativ 2 milioane de dolari, suspectate
a face parte din fluxuri destinate finantarii Al-Qaeda si DAESH®®.

TERRORIST FINANCING
FROM HAWALA TO BITCOIN

In its turn, in August 2020, Al-Qaeda, through its branches operating mainly outside Syria,
launched similar campaigns via a money-laundering network using Bitcoin. To that end,
"humanitarian” calls to raise funds for Syrian people were disseminated on Facebook and
Telegram affiliated accounts.

The campaigns were carried out through alleged charities, such as Al Sadagah®, Al Tkhwa®!
and Reminders from Syria®?. Located in Syria, mostly known for their affiliation to Al-Qaeda
outfit Hayat Tahrir Al-Sham/HTS, the charities offered donors a unique Bitcoin address to
gather funds to support foreign terrorist fighters/FTF and the “martyrs” families®3. During the
campaigns, most of the donations were funnelled through Bitcoin Transfer Office, located in
Idlib34.

A relevant example showing the extent of this phenomenon is represented by the August 2020
Washington forces operation, during which the equivalent of almost 2 million USD was seized
in cryptocurrency, allegedly used to finance Al-Qaeda and DAESH?®.
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PERSPECTIVE

Amplificarea prezentei online a gruparilor teroriste globale creste ingrijorarile cu privire la
extinderea activitatilor de finantare prin intermediul criptomonedelor si utilizarea retelelor
Dark/ Deep Web ce asigura tranzactii securizate sub protectia anonimatului, in ideea asigurarii
unui flux stabil de venituri, inclusiv prin intermediul noilor tehnologii care faciliteaza strangerea
de fonduri prin programe globale de crowdfunding.

Desi mai putin raspandite decat cele care implica active financiare traditionale, se evidentiaza o
intensificareasolicitarilor organizatiilorteroriste pentruactivevirtuale pentruactivitatitranzactionale,
indeosebi prin intermediul platformelor social media sau al altor platforme crowdsource.

Rapoarte ale serviciilor de informatii americane siisraeliene indica faptul ca, in 2021, organizatii
teroriste (DAESH, HAMAS, Brigdzile Ezzeddine Al-Qassam, Al-Qaeda) si caritabile (Yaqub
Foundations si Merciful Hands Charity) si-au intensificat operatiunile de finantare folosind
criptomonede ca Bitcoin, Ether, Tether si XRP, avertizand ca, data fiind capacitatea de adaptare
a organizatiilor jihadiste la evolutiile tehnologice, avantajul conferit de interactiuni securizate
si tranzactii derulate sub protectia anonimatului, este previzibila orientarea in continuare a
gruparilor teroriste pentru asigurarea unor fluxuri consolidate de finantare prin intermediul
criptomonedelor si a retelelor Dark/ Deep Web.

Nu in ultimul rand, nu poate fi exclusa posibilitatea ca, intr-un viitor nu foarte indepartat,
organizatiile teroriste sa utilizeze masiv, ca mijloc de finantare, jocurile online de tipul Play
To Earn/ P2E. Acestea utilizeaza tehnologia de tip blockchain si token-uri NFT*, oferind
utilizatorilor recompense in criptomonede pentru performantele inregistrate, iar, in lipsa unui
cadru de reglementare a industriei de online gaming, este permisa utilizarea criptomonedelor
ori in-game currencies (cum ar fi Lemon, disponibild pe platforma DLive), fara monitorizarea
tranzactiilor efectuate.

* Non-fungible token - ofera acces la o valoare digitala si nu pot fi replicate, ceea ce confera NFT caracter de bunuri digitale unice
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PERSPECTIVE

The growing online presence of global terrorist groups is raising concerns about the
expansion of cryptocurrency financing activities and the use of Dark/Deep Web to ensure safe
transactions under the protection of anonymity, in order to provide a stable flow of revenues,
including through new technologies, such as crowdfunding programs, that facilitate global
fundraising.

Although less widespread than traditional financial methods, there is an increased terrorist
interest in virtual financial transactions and assets, especially through social media or other
crowdsource platforms.

According to American and Israeliintelligence reports, in 2021, terrorist organizations (DAESH,
HAMAS and Ezzeddine Al-Qassam Brigades, Al-Qaeda) and charities (Yaqub Foundations and
Merciful Hands Charity) have intensified their financial operations using cryptocurrency such as
Bitcoin, Ether, Tether and XRP. The US and Israeli officials warned that, given the ability of Jihadi
groups to adapt to the new dynamics and technological progress, taking also into account the
advantage of secure transactions carried out under the protection of anonymity, it is likely for
terrorist groups to continue to focus on consolidated financial flows via cryptocurrencies and
Dark/Deep Web.

Nonetheless, one cannot rule out, in the near future, the possibility for terrorist organizations to
use online games, such as Play To Earn/P2E, as a means of financing. Terrorist entities resort
to blockchain technology and NFT* tokens, offering users cryptocurrency rewards for their
performances. Moreover, the use of cryptocurrencies or in-game currencies (such as Lemon,
available on DLive platform) is allowed without tracking transactions, due to the lack of a legal
framework regulating the online gaming industry.

* Non-fungible token - provides access to a digital value and cannot be replicated, which gives NFT the character of unique digital goods
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Ca urmare, daca pana in prezent au fost popularizate multiple cazuri in care entitatile teroriste
au utilizat jocurile online pentru a-si promova ideologia, a recruta noi adepti si pentru a incuraja
comiterea de acte teroriste, nu este exclus ca, in perspectiva, jocuri precum Silks, Axie Infinity,
Decentraland, Gods Unchained, Splinterlands, The Sandbox sau Battle of Guardians sa fie
frecventate de aceleasi entitati cu scopul colectarii de fonduri virtuale destinate finantarii
propriilor activitati criminale.

Un astfel de scenariu este cu atat mai previzibil in contextul lansarii, de catre Facebook, a
demersurilor de implementare a conceptului de Metaverse, ce implica “fuziunea virtual - real”,
aspect care sporeste amenintarea reprezentata de utilizarea jocurilor online, cu precadere a
celor de tipul P2E, in vederea finantarii actelor teroriste.

Cu toate acestea, utilizarea activelor virtuale pare sa ramana limitata in comparatie cu alte
produse si servicii financiare, deoarece unele grupari teroriste opereaza in jurisdictii cu resurse
financiare si infrastructura de telecomunicatii limitate, in paralel cu faptul ca, spre deosebire
de monedele traditionale stabile, volatilitatea celor virtuale le poate creste/ scadea valoarea si
utilitatea ca mijloc de schimb pentru teroristi.

Ca atare, surse consistente de finantare vor reprezenta, in paralel, veniturile generate din

.....

pentru rascumparare.
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As a result, if such methods have been signalled so far, implying the use of online games by
terrorist entities to promote Jihadi ideology, recruit new followers and call for attacks, in the
short term, one cannot rule out the possibility that games like Silks, Axie Infinity, Decentraland,
Gods Unchained, Splinterlands, The Sandbox or Battle of Guardians could be used by the same
entities to collect virtual currency to finance terrorist activities.

Such a scenario is most likely amid Facebook effort to implement the Metaverse concept,
involving “virtual - real fusion” technology, increasing the threat posed by the use of online
games, especially the P2E type, to finance terrorism.

However, the use of virtual assets seems to be limited as compared to other financial methods
and services, as terrorist groups operate in areas which have limited financial resources and
poor IT&C infrastructure. In addition, unlike traditional currencies, the volatility of virtual
currencies can increase/decrease their value and utility as a means of exchange for terrorists.

Therefore, revenues obtained from criminal activities, such as corruption, extortion, drug and
weapons trafficking or kidnappings for ransom, will continue to prevail as major financial
sources.
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